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The SciCord ELN/LIMS Solution

The SciCord solution is comprised of two parts, the SciCord Portal, and the SciCord Client.

e SciCord Portal is designed for specific users to configure the system, by conducting
administrative duties (ex. role assignment, reporting, configurations, etc.)

e SciCord Client is designed for scientists, supervisors, and QA personnel to go through the
workflow process of creating documents and/or samples, recording data, reviewing, and
completing documents. There is a system of checks and balances between users that record
information into documents, and users that review, approve, and complete documents.

Together the SciCord solution and the customer maintain the integrity demanded of a compliant
environment.

U.S. F.D.A. CFR Part 11

The SciCord Solution represents a ‘Closed System’ providing

) CFR
compliancy to U.S. F.D.A. 21 CFR Part 11. rL) \ ax
prancy M Part 11

Part 11 applies in one of the following situations: COM leANCE

e When electronic records are used instead of paper.

e When persons make printouts but still rely on the
electronic records in the computerized system to perform regulated activities.

e Records submitted to the FDA, under predicate rules (even if such records are not specifically
identified in agency regulations) in electronic format.

e Electronic signatures intended to be the equivalent of handwritten signatures, initials and other
general signings required by predicate rules.
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SciCord Portal Definitions

e SciCord Applications —

o SciCord Portal is the environment that allows an administrator to perform data
management. Configures Users, Site Administration, Reporting, System and Lab
Configurations, System utilities.

o SciCord Client is the environment in which the user can record experimental
data or sample management information. The SciCord Client Installer is found in
the SciCord Portal. The user must have the Auth_ClientLogin Permission to
access the SciCord Client.

o SciPrinter is a printer driver that collects data from instruments directly to the
SciCord ELN/LIMS

Glossary of terms:

(Some items may not be viewable by some users, depending on their roles/permissions.)

Group a specific list of users who are only able to access documents that
are assigned to the ‘Group’

Tags Provides management of flagged Documents and Datafiles

Roles create, edit, and delete roles assigned to specific user

Permissions a set of configurations that may be granted to specific roles to
allow them access to various parts of the SciCord Portal and the
SciCord Client

Claims restriction on a specific entity or entities assigned to specific user
or group of users

Users Create, set roles, and permissions assigned every user in the
system

Site Typically, the State or City in which the laboratory is located (e.g.

NC or CA)

Template Config

a program accessible in the SciCord Portal that allows the User to

Verification test a Configuration file for a Template. Although the file will go
through verification it will not create any new entity on the
database.

Template API a pluggable module containing common logic shared by all

templates. Used in conjunction with Template Development for
template functionality in the Client

ActionMappings usage
analysis

Lists all the ActionMappings against the Template that they were
used in, the Status of the Template, and the number of Usages
within the Template

Template Configuration
Verification

Provides "Verify Template Configuration File" view. Provides the
ability to verify the accuracy of a Template Configuration File
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Modules Management

Provides Modules Management view. Allows for the upload and
delete of the Modules DLL into and from the system

Analysis a procedure for taking a measurement and producing results.
Analyses contain one or more components. (e.g., ‘Moisture’, ‘pH’)
Component an expected result including a value, units, and supporting

attributes

Config Attribute

when defining new Sample Types, each Sample Type may have
one or more unique attributes (ConfigAttributes).

List a generic name for a group of List Items (‘Location’ would be a List
Name)

List Item the individual items in the List (‘NC’, ‘CA’, or ‘GA’ would be List
Items of List ‘Location’)

Sample Type a logical Sample definition for Samples which are defined by
similar attributes

(Sample Types) Allows to verify the correctness of a Sample Type Configuration

Configurations File

Sample Type Config definition of attributes associated with a Sample Type

Attribute

(Sample Types) Allows to verify the correctness of a Sample Type Configuration

Configuration
Verification

File

Unit

a specific name for measurement (i.e., g/ml)

System Config

an abbreviation for System Configuration; a system wide set of
configuration items that drive the System or Template’s behavior

RSA CryptoService utils

Utility page that allows to regenerate SciCord Private and public
keys

System Sequences

Provides System Sequences view

SciMart

Provides display of SciMart Scripts

Support File
Management

Provides Support File Management. Allow to upload and
download the support files for Portal, Client and SciPrinter
applications

Health Check

Check if application services are up and running

Sanity Check

Admin page to check for database data consistency

Usage Stats

Admin page to check for System usage stats

Blob Storage
Management

Provides a view of all Blobs in the system, a view of the orphans
Blobs and a service to copy Blobs between different storage
accounts

Clear the Application
Cache

System caching maintenance
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Documents Bundles Provides a view of all Documents in final status which do not have
Recovery an associated bundle package. Allow to regenerate failed
Document Bundles
File Hash Checker Utility page that allows to verify MD5 hash files and strings
LoginSignedUrlUtil Page to generate a Signed Login URL that authenticates and
redirects the current user to the target resource

Account Management

Login

To log in to the SciCord Portal the User must have the
Auth_WebUIlLogin Permission.

The SciCord Portal is a specific URL (http:// ‘secure
protocol’) that SciCord provides the Customer to allow
them access to a company-specific Portal.

To the right is an image of the Log in Page.

When the User is created by an Administrator the
account is set up with a valid e-mail address. The User
will receive an email with the User Name, which will be
the valid e-mail address, and a temporary password.
The first time that the User logs into either the SciCord

aSCICORD
—ERERE

Log in to start your session

SciCordTestAdmin1

Portal or Client they will receive a message to update the temporary password.

Change Password

Only the User can update their own password; at no time does any other User, no matter which

Role, have access to change another User password.

By selecting Change Password in the Account Management section of the Portal the User will
be directed to the Change Password page. Once on the Change Password page, the User will be

password and a new password and  [L_ESEEE Change Password

Confirm New Password field. Once
the User selects the ‘Change
Password’ button, the password
will be changed.

Current password

New password

To the right is an image of the

Confim new passward

8 Chenge password

Change Password page.
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Password Reset

Although a User is only able to change their own password, an Administrator may reset the
User password if the User is unable to log into their account since they have ‘forgotten’ their
password. See User section for details on ‘Reset password’.

Basic Portal Functions
The SciCord Portal allows authenticated User’s access to perform tasks available in the left

panel:
Dashboard

m Account Management

D SciCord Applications

E Users & Sites Administration
° E Data

E Reports, Templates, and Modules

Laboratories Configuration

° m System Configuration

° E System Utilities

It is important to note that not all items are visible to all Users as the SciCord system (Portal and
Client) provide access based on the Roles and Permissions that are granted to them.

Note: At the top of each of the SciCord Portal views, the SciCord Logo, the text, ‘SciCord LLC’, the User
that is currently logged in, and a Logout icon will appear. The User can direct themselves back to the
home page at any time by selecting the ‘SciCord’ logo at the top of the page. The User may also Logout
at any point during their session on the Portal by selecting the ‘Logout’ icon. The SciCord Portal will also
have a string of text at the bottom of every page that shows the current Application Information and
Version Information (Licensed to, Environment, Database Version, and Version).
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Home / Dashboard Screen

& SCICORD = Home / Dashboard e Qa = ©

@ scicord Testndming

Q

@ Dashboard
O Account Management
8 sciCord Applications

&% Users & Sites Administ...

8 oo aes

EB Reports, Templates & ... Your dashboard is empty

ﬂ Laboratories Configura... In your profile, you can add new items.

02 System Configuration =+ Add items

£ system Utilities

e Selecting “Home/Dashboard” is available on the persistent top toolbar. This functions to
quickly take the user to Portal Home Screen or their personal Dashboard from any
screen.

e Another option is to click the E-SGCDRD Logo in the top left on any Portal page
the User will be redirected to the Portal Home page

e = Icon will expand the main viewing panel and reveal only the Icons in the left side

panel.
| |
e Alogouticon appears at the header of any Portal page and the User will be logged
out of their session once the icon is selected

Home / Dashboard e Q n ®

Last Sign On:

IP Address:

Application
Web Portal
[ 1 ] Area: ’

e WE |conis used to show the User Last Login Info.

2]

° Help Icon when selected, will download the Portal User Guide onto the user’s local
machine.
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SciCord Feedback

Subject

Body

=}
e ™ Submit Feedback button
* Open in Client button, will direct user to the SciCord Client login or requested

page in the Client.

. Q Icon is used to perform free text search from the persistent tool bar. There are
search tabs available for All, Document, Samples, Resources. A button is present for
“Only My Site”. This can be set to “Yes” or turned off.

aSCICORD =
. SciCord TestAdmin1
DOC*
Recent Searches Documents Samples Resources
B Dashboard
aeneste & poc- 2:14PM SMP365
AT T T & Smp* 2:14 PM o% Parent Sample created by DOC10451
& sup 22 BT < 14-)un-2021 - Nicholas Webb
SciCord Applications View | Edit| Status | Inventory
ciCord Applications & poc 3D T | | | y
Users & Sites Administ
SMP366
Data o% Child Sample created by DOC10451
Z 11-Jun-2021 - Paclo Matrascia
Reports, Templates & ... ViE"-.“."| Edit| Status | Inventory
Laboratories Configura
SMP497
3 System Configuration o% Sample created by DOC10505
< 07-Jul-2021 - Paolo Matrascia
£ System Utilities Vie‘-.ﬂ.-'| Edit| Status | Inventory

Recent Searches will be shown along with time they search was performed. Search information is
shown, with options to View, Edit, Status, Inventory, or other actions unique to Samples,
Documents, and Resources and unique to the User permissions.
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aSCICORD =
. rd TestAdmin
Doc*
Recent Searches Documents Samples Resources
@ Dashboard
L & poc 214 P SMP365
© Account Management & SMP* 2:14 PM o% Parent Sample created by DOC10451
& s PR 7 14-Jun-2021 - Nicholas Webh
B8 SciCord Applications & pocs SR \,fiE-,A,-‘ Edit‘ Status‘ Inventory

N

faa* User: Administ...
SMP366
- o% Child Sample created by DOC10451
J

11-Jun-2021 - Paolo Matrascia
\ﬂ'ie-,".-‘ Edit‘ Status‘ Inventory

- : SMP4g7
o0 System Co ion o% Sample created by DOC10505

07-Jul-2021 - Paclo Matrascia
¢ System Utilities \,"iE-,“." Ed\t‘ Status‘ Inventary

Recent Searches can be cleared by selected the “X”. This will be become red when the user hovers over
the selection and a “Remove” tool tip appears.

& SCICORD

ord TestAdmin’

DOC*

Recent Searches

Dashboard

& DocC* 2:14 PM X

int Management (_‘)"' SMP™ 2:14 PM

) e & SMP* 2:12 PM
SciCord Applications

& DOC* 2:12 PM

Pinning items to your Dashboard.
b 3

Select the “Add Items to Dashboard” button. This will reveal a column of Menu Items. Selecting the
icon will add items to your “Pinned Menu Items” column.
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QSCICDRD = Home / User Overy|

. Crdp S Overview - SciCord TestAdmin1

Userinfo Documents Samples DataFiles Messages Schedule Customize Dashboard Multi-factor Authentication

@ Dashboard Menu items q & Pinned menuitems a =

9 Account Management -~

:g User Qverview

@ Dashboard x B sample Work Requests e &

B Resources -1 &

© Account Management

&4 User Overview b 3 & samples a o
P Change Password 3 I Documents -1 el

22 SciCord Applications & Scheduled Reports a &

& sciCord Client Installer k3 I BB Reports a &

B sciPrinter Installer b 3

e Menu Items column offers a Search Q and Show/Hide @ Pinned items.

e Pinned Menu Items offers a Search O‘ and Add Menu Group Item € icon.

e Add Group is selected a dialog will open. Field for Title, Icon, Color can be set. Select Add or
Cancel.

Add Menu Group Item
Title

Reports

Icon

Color

e Once user has customized Group created with items filed into their category. It will look
something like this. Items may be drag and dropped into the Group.
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Pinned menuitems Q =

I I Documents a &
& samples o &

I B Resources -1 Pe

B Sample Work Requests -1 &
& Reports (Group) £+ e 3
I B8 Reports & &
I & Scheduled Reports & &

Once all Groups and items are set to User preference, the user can then select Dashboard in
the left panel. The selections will persist at all logon and logoff operations, until the settings
are changed.

In this example: if the Reports heading is clicked, it will hide the Scheduled Reports and
Reports from view.

= H Dashk d (] Q
& Report o
Scheduled Reports E Reports
ﬂ Sample Work Requests B Resources Samples n Documents
= Home / Dashboard 0 Q i o
& Reports o

B Sample Work Requests E Resources Samples n Documents

A28 Users & Sites Administ...
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SciCord Portal Data Management

The SciCord Portal view varies depending on the ‘Permissions’ and ‘Roles’ that are granted to
the User. To access the SciCord Portal the User must have the Auth_WebUILogin Permission.

We will talk more about ‘Permissions’ and ‘Roles’ later in the User Guide

Throughout the User Guide we will discuss each of the SciCord

Portal sections:

e Account Management
e SciCord Applications

e Users & Sites Administration

e Data

e Reports and Templates

e Laboratories Configuration

e System Configuration
e System Utilities
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Users & Site Administration

The User must have the Administration_View or Administration_Edit Permission to view the
Users & Site Administration section of the SciCord Portal. In the Users & Sites Administration
section the User has access to the ‘Group’, ‘Roles’, ‘Permissions’, ‘User Entity Access
Diagnostic’, ‘Claims’, ‘Sites’, ‘Users.’

Groups

Like other categories in the Users & Sites Administration, the User will need the
Administration_View permission to view-only the Groups or the Administration_Edit
permission to view and edit the Groups section.

Groups can be managed by the User from the Group Index page. The Group Index page includes
a filterable table with headers for Group Name, Description, Is Customer, Is Active, and Actions.
The User is also able to ‘Export to Excel’, ‘Create New Group’, view the ‘Details’, or ‘Edit’. A
Reset button is present to clear all filters that may have been set.

Groups

B Export to Excel ) Reset

Actions  Name Description Is Customer Is Active

T T Yes No Yes No
(] = FDA Auditors FDA Auditors true true
© Details *
7 cdit Group TestGroup[1] false true
Test 2 Group TestGroup[2] true true

Test 3 Group TestGroup[3] true false

Validation Test true false

1-5of5items O

Typically, Groups affect only the Users that are given the ‘Customers’ Role. Only documents in
the SciCord System that are assigned to a Group that the User is a member of would be
viewable to them. In this way, a ‘Customer’ wouldn’t be able to view any document that wasn’t
a part of their ‘Group’. Below is an image of the Group Index.
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Creating Groups

Groups are created using the ‘Create New Group’ blue-highlight button above the Group Index

table. The User can record:

e Group Name

e Group Description

e ‘Is Customer’

e ‘Is Active’

e ‘Users in this Group’
e Selecting the Create

button the Group will be

added to the Groups
Index.

Create Group

Name
Users in this Group

Group Deseription

Create [ Create & Continue

To the right is an image of the Create Group page.

Edit Group

Much like editing a User Account, a Group Account may also be edited.

From the Group Index page:

e Select Action; Edit

The Group Name, Users of this Group, Group Description, Is Customer and Is Active Status may

be changed.

Always select the ‘Save’
button prior to navigating
away from any account
you’re editing.

An audit information box,
can be hidden or revealed is
present with:

e Timestamp — date
created

Edit Group: 1 - FDA Auditors

Users of this Gi

Paclo Mats

Is Customer Is Active

@ Details % Group Matrix

Audit

Timestamp:

Created By:

Updated Timestamp:

Updated By:

e Created By — Userid of the creator
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e Updated Timestamp — For date that this Group was last modified
e Updated By — Userid of the user who modified the Group.

Delete Group
A red Delete button is also present. When selected, a dialog prompt appears asking if the user

wants to delete the Group.

User may continue by selecting ‘Yes, delete it’, or ‘Cancel’ out of the operation

Are you sure you want to
delete selected Group(s)?
[Validation Test]

Yes, delete it!
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Roles and Permissions Overview

Roles

By default the Customer is provided with a set of Roles and these Roles may be configured to
the Customer’s preference by using the Permissions Roles Matrix. The User must have the
RoleMatrix_View permission to access and view the Permissions Matrix, or the
RoleMatrix_Management permission to access, view, and edit the Permissions Matrix; these
Permissions are typically granted to an Administrator, Supervisor, and QA Roles.

Roles include:

Customer

Provided read-only access to online documents. A Group privilege is
required to allow Customers access to Group Documents

DataReviewer

Views Samples, Templates, and Reports. Able to view Documents and
Manage the Document Workflow

Supervisor Views Samples, Templates, and Reports. Able to View and Edit the
Documents and Manage the Document Workflow
QA Views Documents, Samples, Templates, and Reports. Also, they are

able to Manage part of the Document Workflow

SampleManager

Creates, Edits, and Unlocks Samples, and Manages the entire Sample
Workflow

SampleCreator

Creates and Edits Samples, and Manages a subset of Sample Workflow

Scientist

Manages Samples, Resources, and Documents within the Application

ReportDeveloper

Creates, Modifies, and Views Reports

TemplateDeveloper

Creates and Modifies Templates

Administrator

Manages Users, Lists, Groups, and some System Wide Configurations

Support

Manages Licenses and System Wide Configurations
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Permissions

In the Permissions section of the Users & Sites Administration, the User is able to set the
various Permissions for each of the Roles. The Roles that are granted to a User in the User
section (User Account Creation or Editing of Account) will determine which Permissions have
been granted to them. There are free text filters for Permissions and Roles at the top of the
matrix page. There is a Reload button present. Below is a view of a portion of the Permissions
Roles Matrix.

Home / Permissions 0 Q = ®

Permissions Roles Matrix Apply BeBport - CReload

Filters

Permissions filter Roles filter

<

o< '

System Configuration & Utilities

SciCordSupps ini P Scientist  SampleCreator aa i i SciMart At

 File Ha: A ——r— L]

page to create signed
urls

# Healthq
@ LoginSignedUrlUtil
# SanityCheck View
# SciMartConfig Management
5 SystemCategory_SciCordSupport View
5 SystemCategory_Support

5 SystemCategery_Support View

5 SystemCategory_System View

®
2]
(<]
=
L]
2
(|
- |
(]
]
£
=]
o3
fad

= SustamCatannry Tamnlate n "

*Tool Tip - By hovering the mouse arrow over the Permission or Role in the Portal, the user can
get a brief description of what each Permission does.

Permissions are broken into groups: System Configuration & Utilities, Users & Sites
Administration, Laboratories Configuration, Templates, Reports, Documents, Samples, Results
Specifications, Infrastructure and Integration. A breakdown of each category is below:
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FileHashChecker

Allows the User to access the File Hash Checker,
which verifies the Hash File against the
corresponding Document file

HealthCheck_View

Allow to check Health Check page

LoginSignedUrlUtil

Allow to create signed URL's

SanityCheck_View

Allow to view Sanity Check page. This excludes the
‘System’ Sanity Checks.

SciMartConfig_Management

Allows User to update SciMart object definitions

SystemCategory_SciCordSupport_View | Allows the User access to maintain System Config

keys of Category ‘SciCordSupport’

SystemCategory_Support

Allows the User access to maintain System Config
keys of Category ‘Support’

SystemCategory_Support_View

Allows the User access to view System Config keys
of Category ‘Support’

SystemCategory_System_View

Allows the User access to view System Config keys
of Category ‘System’

SystemCategory_Template

Allows the User access to manage System Config
keys of Category ‘Template’

SystemCategory_Template_View

Allows the User access to view System Config keys
of Category ‘Template’

SystemConfig_Management

Allows the User to set/manage System
Configurations

UsageStats_View

Allows the User access to view System Usage Stats
page

ActionRequirement_Edit

Allows the user to set and remove restrictions against an
entity

ActionRequirement_View

Allows the user to view the restrictions applied to an entity

Administration_Edit

Allows the User to Edit Users & Sites Administration

Administration_View

Allows the User to View Users & Sites Administration

Auth_ClientLogin

Provides the User access to the SciCord Client

Auth_SciMartLogin

Allows User to login to SciMart

Auth_WebUILogin

Provides the User access to the SciCord Portal

Claim_Edit

Allows User to create/edit/list/view details of claims

Claim_View

Allows the User to list and view claims

RoleMatrix_Management

Provides the User access to change the Permissions per Role
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RoleMatrix_View

Provides the User access to view the Permissions per Role

User_ResetPassword

Allows the User to view a list of other users and reset their
passwords

User_Unlock

Allows the User to view a list of other users and unlock their
accounts

LabConfiguration_Edit

Allows the User to edit laboratories configurations (e.g.,
Analysis, Component, ConfigAttribute, List, etc.)

LabConfiguration_View

Allows the User to view the laboratories configurations (e.g.,
Analysis, Component, ConfigAttribute, List, etc.)

Tag_Delete

Allows the User to list and delete system Tags

Template_Edit

Provides the User access to edit details of the registered
Templates

Template_View

Provides the User access to view the details of the Templates

TemplateAPl_Management

Provides the User access to Template APl Management (e.g.
Upload new API versions)

AdminReport_View

Allows the User access to view Administration Reports
(reports that are restricted to Administration; if the Is Admin
flag is selected)

Report_Edit

Allows the User access to Edit Reports

Report_View

Allows the User access to View Reports

ReportSchedule_Management

Allow to manage scheduling of automated reports
generation. Creating and updating of schedules will also
require DataFile_Create or DataFile_Edit and
DataFileFolder_Management permissons.

Document_Approve

Allows the User to approve documents (the User
can be set as ‘Approver Assigned”)

Document_BundleRecovery

Allows the User to ‘recover’ document bundles
(i.e. Regenerate a new bundle for
complete/cancelled documents with ‘broken’ or
not generated bundle)
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Document_CellChangeFormat

Allow to change document cells format

Document_CellUnlock

Allow to unlock document cells

Document_Clone

Allows the User to clone (copy) any document
that does not have an Aliquot (e.g., a sample)
associated with it or any cell Signatures applied

Document_CloneOnlyComplete

Allows the User to clone (copy) any document in
Completed status that does not have an Aliquot
(e.g. a sample) associated with it or any cell
Signatures applied

Document_Edit

Allows the User to open documents for edit

Document_EditSite

Allows to edit site of the document

Document_PublicUrl

Allows the User to create Public URLs for
Documents

Document_RemoveShapes

Allow to Delete shapes

Document_Review

Allows the User to open documents for review
(the User may be set as ‘Review Assigned’)

Document_ReviewClassUpdate

Allows the User to update the review
classification without limits (i.e. Upgrade or
Downgrade)

Document_ReviewClassUpdateOnlyUpgr
ade

Allows the User to only update the review
classification ‘Up’ to higher classes (e.g. Self-
Review to Peer Review Approve)

Document_SetAssignedApprover

Allows the User to Assign an Approver to a
document

Document_SetAssignedReviewer

Allows the User to Assign a Reviewer to a
document

Document_SignForAbsentUser

Allows the User to sign documents for other
Users that are Absent (Author and Reviewer
Signatures)

Document_StatusUpdateFromComplete

Allow to the user to set status from a Complete
document

Document_StatusUpdateFromCancelled

Allow the User to set Document Status from
Cancelled document

Document_StatusUpdateToApproveAssi
gned

Allows the User to set Document Status to
Approve Assigned

Document_StatusUpdateToCancelled

Allows the User to set Document Status to
Cancelled

Document_StatusUpdateToComplete

Allows the User to set Document Status to
Complete
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Document_StatusUpdateToReviewAssig
ned

Allows the User to set Document Status to
Review Assigned

Document_StatusUpdateToReworkRequ
ested

Allows the User to set Document Status to
Rework Requested

Document_Unlock

Allows the User to Unlock locked Documents
regardless the User that ‘owns’ the locked
document.

Document_View

Allows the User to View Documents

Resource_LabelPrint

Allows the User to print Resource labels

Sample_Approve

Allows the User to Approve Samples

Sample_BundleRecovery

Allows user to Sample Bundles Recovery

Sample_Edit

Allows the User to Edit Samples

Sample_LabelPrint

Allows the User to Print Labels for Samples in
Available Status

Sample_LabelPrintUnrestricted

Allows the User to Print and Reprint Labels for
Samples in any Status other than Cancelled or
Complete

Sample_LabelReprint

Allows the User to Print and Reprint Labels for
Samples in Available Status

Sample_Review

Allows the User to Review Samples

Sample_ReviewClassUpdate

Allows the User to modify the Samples Review
Classification

Sample_ReviewClassUpdateOnlyUpgrade

Allows the User to modify (Upgrade only) the
Samples Review Classification

Sample_SetAssignedApprover

Allows the User to set Assigned Approver to
Samples

Sample_SetAssignedReviewer

Allows the User to set Assigned Reviewer to
Samples

Sample_SignForAbsentUser

Sign samples for absent user (Author and
Reviewer signatures)

Sample_StatusUpdateToApproveAssigned

Allows the User to set Samples Status to
Approve Assigned

Sample_StatusUpdateToAvailable

Allows the User to set the Sample Status to
Available

Sample_StatusUpdateToCancelled

Allows the User to set the Sample Status to
Cancelled

Sample_StatusUpdateToComplete

Allows the User to set the Sample Status to
Complete
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Sample_StatusUpdateToReviewAssigned

Allows the User to set the Sample Status to
Review Assigned

Sample_StatusUpdateToReworkRequested

Allows the User to set the Sample Status to
Rework Requested

Sample_StatusUpdateFromCancelled

Allows user to change status from Cancelled
to another available status

Sample_StatusUpdateFromComplete

Allows user to change status from Complete
to another available status

Sample_Unlock

Allows the User to Unlock Samples regardless
of the User that ‘owns’ the Lock

Sample_View

Allows the User to View the Samples

Samplelnventory_Edit

Allows the User to Edit the Samples Inventory

Samplelnventory_View

Allows the User to View the Samples
Inventory

SamplelnventoryRequest_Edit

Allows the User to Edit Samples Inventory
Requests

SamplelnventoryRequest_ReceiveNotify

Allows the User to be a Default Recipient for
Samples Inventory Requests notifications

SamplelnventoryRequest_View

Allows the User to View Sample Inventory
Requests in the SciCord Client

SampleLinkSpecification_Edit

Allow to add/remove linked Specification
to/from a Sample

SampleLinkSpecification_View

Allow to inspect the Specifications linked to a
Sample

SampleWorkRequests_Edit

Allows the User to edit Sample Work Requests

SampleWorkRequests_View

Allows the User to view Sample Work
Requests

Specification_Approve

Allow to approve specifications

Specification_Edit

Allow to create/edit specifications

Specification_Review

Allow to review specifications

Specification_ReviewClassUpdate

Allow to modify Specification Review
Classification

Specification_ReviewClassUpdateOnlyUpgrade | Allow to modify (Upgrade only)

Specification Review Classification

Specification_StatusUpdateFromAuvailable

Allows to set Specification status from
Available to ReworkRequested or
Cancelled
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Specification_StatusUpdateFromCancelled Allows to set Specification status from
Cancelled to ReworkRequested

Specification_StatusUpdateToApproveAssigned | Allows to set Specification status to
ApproveAssigned

Specification_StatusUpdateToAvailable Allows to set Specification status to
Available

Specification_StatusUpdateToReviewAssigned | Allows to set Specification status to
Review/Assigned

Specification_View Allow to inspect Specification details

DataFile_Create Allow creation of DataFiles. Also allows browsing, inspection,
and downloading of DataFiles

DataFile_Delete Allows the User to delete unused DataFiles

DataFile_Edit Allows the User to create (upload) and update Data File details.
The User can also browse, inspect, and download Data Files as
well

DataFile_EditSite Allows Edit Site of Data File

DataFile_PublicUrl Allow generation of public links for Data Files

DataFile_View Allow browsing, inspection, and download of Data Files

DataFileAudit_View Allow to view Data File Audits

DataFileFolder_Management | Allow to create, rename, delete Data File folders

Upon selecting the check boxes for the Permissions of the various Roles the User can ‘Apply’
those changes by selecting the ‘Apply’ button. Following the save the User account will have
those Permissions. If the User is currently logged in while the change has been made the User
will need to log out and log back in for the changes to take effect. Also, the User can ‘Reload’
the Permissions to what they previously had been by selecting the ‘Reload’ blue-highlight text.
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Export button will create a local XML file of all Permissions, Roles, and “Is Enabled;” True or
False. (See example below)

A

Mame

ActionRequirement_Edit
ActionRequirement_Edit
ActionRequirement_Edit
ActionRequirement_Edit
ActionRequirement_Edit
ActionRequirement_Edit
ActionRequirement_Edit
ActionRequirement_Edit
ActionRequirement_Edit
ActionRequirement_Edit
ActionRequirement_Edit
ActionRequirement_Edit
ActionRequirement_Edit
ActionRequirement_Edit
ActionRequirement_Edit
ActionRequirement_Edit
ActionRequirement_Edit
ActionRequirement_Edit
ActionRequirement_Edit
ActionRequirement_View
ActionRequirement_View
ActionRequirement_View
ActionRequirement_View
ActionRequirement_View
ActionRequirement_View

n Name2
Administrator
TemplateDeveloper
ReportDeveloper
Scientist
SampleCreator
SampleManager
QA
Supervisor
DataReviewer
SciMart
Auth_Administration

B 1senabled B

True

False
False
False
False
False
False
False
False
False
False

Auth_SystemConfigUtils False

Auth_Documents
Auth_LabConfig
Auth_Reports
Auth_Templates
Auth_WebUlLogin
Customer
TestRolell
Administrator
TemplateDeveloper
ReportDeveloper
Scientist
SampleCreator
SampleManager

False
False
False
False
False
False
False
False
True

False
False
False
False

C

Permissions Import from File is a timesaving option available if a saved copy of permissions
were saved to a file. User may import the file. (See example below)

& SCICORD

. SciCord TestAdmin1

@ Dashboard
nt Management

rd Applications

2% Users & Sites Administ...

8 Groups
=% Roles
W Permissions

@ permissions

Permissions Roles Import

Choose a file. Allowed file type: xml.

B import from file

© UserEntity

Drag your files here or lick in this area.
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User Entity Access Diagnostic
e Entity Access Diagnostic is a tool used to show users access, permissions, and action
requirements. Drop lists are available for Entity Type and Functionality.

& SCICORD = Home / User Entity access diagnastic e Q = ®»
. SciCord TestAdmin1 Entity Access Diagnostic
Users
@ Dashboard David Strauss <dstrauss> *
unt Management Entity Type Entity Id Functionality
Document - Search

pplications

327 Users & Sites Administ... ‘

sample
Template
SampleType

DataFile

O chaims

Claims
Provides a more granular layer of protection to documents or samples.

& SCICORD = Home / Claims o a =z @&

. SciCord TestAdmin1 Claims + Create New Claim  [lf Delete

Export to Excel "D Reset
@ Dashboard Actions  1d Name Desaription Type Is Disabled
O account Management =l = v ¥ r Yes No

= scicord Applications X X
System claim that will grant access to Recurring Scheduled (Admin and nen
= 2 AdminReport_ View admin) Reports saved as DataFile. Removing or disabling this claim will allow  Permission false

* all users with DataFile access to open any generated (Admin) Report.

387 Users & Sites Administ...
5 Groups 7 Bt
System claim that will grant access to Recurring Scheduled (non admin)
— . Report_View Reports saved as DataFile. Removing or disabling this claim wil allow all users  Permission false
with DataFile access to open any generated Report.

= 3 Training A User was trained in Training material A Training false

1 B B 1-30f3items ©

Us¢ y jiag...

Y

Available to the user is an Actions column which allows a user with the Claims_Edit Permission
to view Claims Details, access to Edit a Claim, and to Delete a Claim.

An Entities action will show the user where the claim has been associated.
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Entities associated To Claim 'AdminReport_View'

Claim Id: 2 Name: AdminReport_View
Type: Permission Is Disabled:
Description: System claim that will grant access to Recurring Scheduled (Admin and non admin) Reports saved as DataFile. Removing or disabling this claim will allow all users with DataFile access

to open any generated (Admin) Report.

Associated Entities

Roles Data Files

Name ' Description Custamer Billable Sort Priority s System s System Admin Date Author

A T Yes No Yes No CH Yes Neo Yes Neo B T T
Administrator System Administrator false true 20 true false 27-0ct-2020 15:33 Init Script
ReportDeveloper Report Developer false true 40 true false 27-0ct-2020 15:33 Init Script
SampleManager Sample Manager false true 70 true false 27-0ct-2020 15:33 Init Script
SciCordSupport SciCord Support false false 10 true true 27-Oct-2020 15:33 Init Script
Supervisor Supervisor false true a0 true false 27-0ct-2020 15:33 Init Script

“ - .| 1-50f5items ©

The Details Action allows the user to view the Details of a Claim without being able to make
any changes.

The Edit Action allows the user to view the Details of the Claim and provides them access to
editing the Claim.

The Delete Action allows the user to view the Details of the Claim and provides them access to
deleting the Claim.

Creating a Claim

A ‘Create New Claim’ text is present directly above the registered Claims in the Index. By
selecting the blue-highlight ‘Create New Claim’ text the user will be navigated to the Create
Claim page. The user must have the Claim_Edit Permission to access this section.

&SCICORD = Home / Claims / Create Claim o Q
. scicord TestAdmin1 Create Claim
Name
@ pashboard
© Account Management Description
pplications
#
SE* Users & Sites Administ...
Type
2o Groups
Group
Training
Property
Permission

When creating a Claim, the Claim Name, Description, and Type (a drop list for Type is present)
must be recorded. The user has access to the Create and the Create and Continue button.
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Create and Continue will allow the creation of multiple Claims. The User can also choose disable
the Claim by selecting the ‘Is Disabled’ flag.

Editing a Claim

By selecting the ‘Edit’ item from the Action column list, the User will be directed to the Edit
Claim page. Details and Entities buttons are provided for a quick navigation to those details.

& SCICORD = Home / Claims / Edit Claim 0o a = =
Edit Claim: 2 - AdminReport_View

Id
2

Name
AdminReport View

Descripti

System claim that will grant access to Reeurring Scheduled (Admin and non admin) Reports saved s DataFile. Removing or disabling this claim will allow all users with DataFile access to open any generated (Admin)
Report.

Type Is Disabled

Permission -0

Group

2 Updated Timestamp: 14-Feb-2021 22:52:42 +00:00
Created By: Init Seript <Initseript> Updated By: Init Script <Initseript>

From the Edit Page the User can edit the Claim Name, Description, and Type. The User may also
choose to either disable or enable the Claim by selecting the ‘Is Disabled’ flag.

Details regarding the Claim’s creation date (Timestamp), modified date (Updated Timestamp),
creator (Created By), and modifier (Updated By) are available within the Edit Claim page in the
Audit section.

Deleting a Claim

From the Actions column, a user with the Claim_Edit permission may select the Delete item. The User
will be directed to a Delete Claim page that asks for a confirmation of the Claim being deleted.

& SCICORD

Are you sure you want to
delete selected Claim(s)?
Training A]

e
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The Delete Claim prompts a dialog asking if user is sure they want to delete. The details of the Claim:
Claim Id, Name, Description, Type, Is Disabled flag are shown in the Index page.

By selecting the Delete button, the Claim will be removed from the Claims Index.

Sites

Sites are used by Companies to list the locations of £aboratories. For example, if a Company had
laboratories in multiple cities, states, or countries; each of those labs could be listed individually
in the Sites Index. The Sites Index allows the User to view the Site Name, Description, Is Default,
and Actions (Details, Edit, and Delete). An Export button is present to create a report of an XLSX
file of all sites. Sites are generally recognized by the SciCord application and, by default,
Documents or Samples created at a Site would only be able to be viewed by Users at that Site.

The User will need the Administration_View permission to view-only the Sites section or the
Administration_Edit permission to view and edit the data in the Sites section.

Below is an image of the Sites Index.

Sites

B exporttoExcel 'O Reset

ard Actions Name T Descriptien Is Default
t Management

Applications —
= DefaultSite Default Site true
- . -
Users & Sites Administ... pa—
- = Scrapped Documents false
x

& Groups

TestSite Test Site false

1-30f3items O
[
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Creating a Site

To Create a Site, select the Create New Site blue-highlight text directly above the Site Index
table.

= Home / Sites / Create Site 0 Q = ®
Create Site
Name
@ Dashboard
Management Description
Applications
#8% Users & Sites Administ...
ey -
8o Groups )
Is Default
® permissions
User B g..
= - [ Creste [ Create & Continue
O caims

The User can record a Site Name and Site Description. The User can also determine whether the
Site would be the ‘Is Default’ Site by selecting the ‘Is Default’ check box. After the User selects
‘Create’ a message will appear that states the Site is created and the Create Site page will have
updated to the Edit Site page.

Editing a Site

Once a Site has been created, a User may also Edit the Site at any point. The User can update
the Site Name and Site Description, and they are also able to change whether or not it is the
Default Site.

ASCICORD = Home / Sites / Editste @ Q =W ®
Edit Site: 2 - Scrapped Documents @ Detviis_WDelete
Name
board Scrapped Documents
unt Management Description
ord Applications
&% Users & Sites Administ...
L s
8% Groups )
Is Default
False
Set As Default Site
Audit
Timestamp: 25-Nov-2020 15:48:44 +00:00 Updated Timestamp: 25-Nov-2020 15:48:44 +00:00
Created By: Nicholas Webb <nicholas.webb@scicord.com> Updated By: Nicholas Webb <nicholaswebb@scicord.com>

Remember: Always select ‘Save’ prior to navigating to another Portal view. A ‘Changes Applied’
message will appear to notify the User that the change has been made.
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An audit box is present showing Timestamp, Dates, and User creation and update information.
Deleting a Site

A Site is only able to be ‘Deleted’ from the Site Index if it is not the Default Site. In the Actions
column of the Site Index a ‘Delete’ function is available. By selecting the Delete function a
dialog box will appear to verify that the correct Site is being Deleted.

= SCICORD = Home / Sites 0 a =

Are you sure you want to
delete selected Site(s)?
[TestSite B]

This allows the User one last chance to verify that it is indeed the Site that the User would like
to delete. Once the User selects the ‘Delete’ icon, a message appears that the Site has been
“Successfully Deleted”. Site will no longer be present on the Index.

Users
The Users section is divided into Users, Users and Roles, Users and Groups.

By selecting ‘Users’, this will navigate to the Users Index screen. Here, Subscription Details are
present which state the number of Active users (current/available). In viewing the registered
User Accounts, by default, the system sorts Users alphabetically by their User Name.

The columns display: Actions, User Name, First name, Last name, Site, Active, Locked,
SysAdmin, Billed, Roles, (User Creation) Date, Last User Access (Date), Last User Area.
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&SCICORD =

. SciCord TestAdmin1 Users

@ Dashboard
unt Management ¥
pplications ¥
Acti...

483 Users & Sites Administ.. = I

&% Groups

EH Reports, Templates & ..

B | shoratories Confioura... ¥

Home / Users 6 Q B o

Subscription Details
Billable

users (current / available): 41 /100

Exportto Excel ‘D Reset

User Name " First Name Last Name Site Active Locked Sysadmin Billed Roles Date
T A T T Yes No Yes No Yes No Yes No &

atroxell Adam Troxell Defaultsite true false false true ®  26-Oct-2021 17:43
) Chris Henry Defaultsite true false false true @  05-an-202115:16
s David Strauss Defaultsite true false false true ®  16-Feb-2021 2028
Luca Fossato Defaultsite true false false true ©  18-Nov-2020 17:49
rauu0 Joe Rinaudo Defaultsite true false false true ©  16-Feb-202119:50
lima Marco Lima Defaultsite true false false rue @  18-Nov-2020 17:47
matt Paolo Matrascia Defaultsite true false false true ©  18-Now-2020 17:49
mmatenco Mike Matence Defaultsite true false false rue @  11-Mar-2021 15114
nwebb Nicholas Webb Defaultsite true false false true ©  24-Nov-2020 15:33
omatenco Olga Matence Defaultsite true false false rue @  11-Mar-2021 1515
pmatrascia Paolo Matrascia Defaultsite true false false true ©  31-Mar-2021 14116
psheets Phyllis Sheets Defaultsite true false false true ®  28-Apr-202110:22
redmoongolive redmoon golivel Defaultsite true false false false ©  25-Mar-202109:05

An Export button is available to create an XLSX file on your local machine.

The Actions column allows a User with the Administration_Edit Permission to:

Actions

Details

Allows to view the Account Details of a User without being able to make
any changes.

Edit

Allows to view the Account Details of the User and provides them
access to editing the Details

Edit Claims

Allows the addition of claims

Reset Profile

If a User has had experienced damage or corruption to their profile

Reset Password

This action will automatically Reset the Password once selected, and ‘An
email with the new password has been sent to the user.” dialogue
appears

Reset Access Key

Allows the user to reset an access key for any given user
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User Creation

A ‘Create’ button is located in upper right corner of the Users in the Index. The User must have
the Administration_Edit Permission to access this section.

= Home / Users / Create User 0 Q = ®»

Create User

User Name Email

First Name Last Name

Site
Defaultsite

Groups of this User Roles of this User

Is Active

Create [ Create & Continue

& users

When creating a User Account you will need to create the User Name, enter Email, First and
Last Name, Site, Groups of the User, Roles of this User, ‘Is Active’ Status, need to considered.

User Name is typically the users first initial and last name.

*The First and Last Name and email need to be exact as this is the name that will appear in the
History of all SciCord Documents that the User ‘touches’. The User creating the account would
select the Site, where the new User is located, from the drop-list provided. See Site section to
learn more about Sites.

By selecting the ‘Is Active’ checkbox the User Account becomes Active which allows the User
access to both the Portal and the Client as long as they have been granted the necessary
permissions.

Each User may be a part of a Group or have various Roles depending on the description of their
work. Each of the Roles that are granted to a User provide various access to the System.
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Editing a User

On the User Index page there is an Actions column that allows the User to ‘Edit’ a User
Account.

As the Lifecycle of the User changes, an administrator can access the User account to Reset the user
password, update the Site, Using External Authentication (SSO), Active/Locked status, System Admin
status, Groups, and Roles of the User.

Edit User: SciCordTestAdminT - SciCord TestAdmin1 @Detsis SEdicClsms CReset Profle C: ResetPassword  CReset Acces Key

Timestamp:

Created By:

Always ‘Save’ any changes that have been meant to be Saved prior to navigating to another
page of the SciCord Portal. If ‘Save’ is not selected then no changes will be made to the User
Account.

*An Audit box shows User creation date and the User that created the account, as well as the
Updated Timestamp and the user that made the most recent changes.

Users and Roles Matrix
A tool available to a user with Sys_Admin permissions.

A filterable Users Roles Matrix to quickly aid in identification of users and their roles in the system.

Roles filter

s =<
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& SCICORD

sciCord
TestAuthAdministration

sciCord
TestAuthDocuments.

Home /

sciCord
TestAuthLabConfig

SciCord TestAuthReports

SciCord
TestAuthSystemConfigUtils

SciCord
TestAuthTemplates.

SciCord TestClaims 1

SciCord TestClaims2

SciCord TestClaims3

SciCord TestClaims4

SciCord TestClaimss

SeiCord TestClsimst

ScilCord TestClaims7

SciCord TestClaimss

SciCord
TestCustomer!

UsersAndRoles @ Q  E©

Scientist SampleCreator SampleManager QA Supervisor DataReviewer SciMart Auth Administration Auth SystemConfigUtils Auth Documents

a a a
a a
a a a
a a
a a a
a s
Scientist  SampleCreator @A supervisor i SciMart  Auth Administration  Auth

Users and Groups Matrix

A tool available to a user with Sys_Admin permissions.

A filterable Users and Groups Matrix to quickly aid in identification of users and their groups in the

system.

SciCord TestClaims?

SciCord TestClaimss

ScilCord TestCustomer1

SciCord TestCustomer2

SciCord TestDataReviewerl

SciCord TestDataReviewer2

SciCord TestQA1

SciCord TestAZ

SciCord TestReportDevl

SciCord TestSampleCreator!

= Heme / Users And Groups L] Q = &
Users Groups Matrix o Apply CReload  dbAdd group
Filters
Users filter Groups filter
= =
Groups
= Home [ UsersAndGroups @ Q2 G
SciCord TestClaims3
SciCord TestClaimsd
SciCord TestClaimss
SciCord TestClaims
FDA Auditors Test1 Group Test 2 Group Test3 Group Validation Test
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Data

Documents
The User will need the Document_View permission to view-only the Documents section and the
Document_Edit permission to view and edit the Documents section in the SciCord Portal.

Document Index

The Document Index consists of columns for an Action button, Name, Description, Status,
Template, Date, Author, Locked by, and Tags and buttons to Download Document Bundle and
Change Status.

Documents

Actions (Details, View, View T
Signatures, Snapshot Bundle, R
Open in Client, Download Last
Version, Change Status,
Restrictions, Generate Public URL,
Generate Bundle Public URL), and
Edit Site. Buttons are related to all
the Documents that are created in
the SciCord Client and configured based on Document status.

Saus  Template

The Name of each Document in the Document Index will be the Document Number (DOCXXXX)
that was given to the Document when it was initially created in the SciCord Client. The
Description in the Document Index is the description of the Document in the SciCord Client at
the time of accessing the Document Index. The Status of the Document (Created, In Progress,
Review Assigned, Rework Requested, Cancelled, and Complete) in the Document Index is the
Status of the Document in the SciCord Client at the time the Document Index is accessed. The
Template column lists which Template was used in creating the Document in the SciCord Client.
The Date column lists the Creation Date (DD-MMM-YYYY hh:mm) of the Document created in
the SciCord Client.
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Document Details

When viewing the Document Details the User is provided with information on the Document
Name, Description, Status, Template, Reviewer*, Approver*, Creation Date, Last Update, Audit
Reasons Required, Tags*, and Groups™* (* indicating if applicable).

Document Details: DOC11066 - 97 GBT Plate
Assay Created 12/14/2021 13:31:24 +00:00

Name DOC11066

Status InProgress
Reviewer
Creation Date 1/7/2022 3:07:21 PM -05:00
Audit Reasons Reqjuired

Groups

@View ~ @@ Restrictions of Unlock & Download Last Version Snapshot bundle @ Generate Public URL ~

Description 97 GBT Plate Assay Created 12/14/2021 13:31:24 +00:00

Template GBT Plate Assay
Approver
Last Update 1/7/2022 3:09:53 PM -05:00

Tags

Audit
Timestamp: 07-Jan-2022 20:07:22 +00:00

Created By: David Strauss <dstrauss>

Updated Timestamp: 07-)an-2022 20:09:54 +00:00

Updated By: David Strauss <dstrauss>

The User is also able to View the Document and Signatures, Restrictions, Unlock, Download Last
Version, Snapshot Bundle, and Generate Public URL and Generate Snapshot Bundle Public URL.

Document View

The User may also choose ‘View’ from the Document Index Actions menu. The view function
will allow the User to view the entirety of the Document as it appears in the SciCord Client in

Read Only mode.

Run

Arach CoV Fie
File Name C:\Users\david\Documents\ExperimentControfiers\Sandbax)
t ATT[25743)

A subpanel also
contains Document

Details — Info,
Attachments,

Signatures, Attributes,
Data, and History.

Located above the
Document view, a View

Signatures button
allows a user to view
what signatures (if any)

exist for the document.
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Snapshot Bundle or Document Bundle

Snapshot Bundle is listed in the Actions menu when the corresponding Document is in any
other Status besides Complete or Cancelled.

Document Bundle is listed in the Actions menu when the Document has either been Completed
or Cancelled. A button located above the Documents Index will also activate when a selected
Document has been Completed or Cancelled

By selecting either bundle, a dialogue will appear asking if the User would like to Open or Save
the Bundle zip file.

Each bundle will contain a PDF version of the Document, an Excel version of the Document, a
PDF version of the Audit Record, a PDF version of the Structured Data, a PDF version of the
Metadata, a PDF version of the Document Signatures, and a PDF version of the File List.

Below is an image of how the Compressed Zip File would appear to the User upon opening the
File.

m » AppData » Local » Temp * DOC10011 snapshot bundle-1 ~ | Search DOC10011 snapshot b... O
Mame Type Compressed size Password prot...
2 10011 Adobe Acrobat Document 93 KB Mo
25 10011 Microsoft Excel Worksheet FJ9KE Mo
% 10011-audit Adobe Acrobat Document 6KE Mo
% 10011-data Adobe Acrobat Document 3KB Mo
"% 10011-rmetadata Adobe Acrobat Document 4KE Mo
% 10011-signatures Adobe Acrobat Document 3KB Mo
"% FileList Adobe Acrobat Document 4KBE Mo
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Change Status

Status for: DOC10577 - sc21-851

Review Classification

Cancelled

D
Created
=

E ReworkRequested

[C, ReviewAssigned

I;ECI) Complete

Generate Public URL

This menu allows you to generate a
public URL so that anyone can access the
document or document bundle. Select
the duration from the dropdown menu
to determine how long the file will be
available for download. The URL can be
copied to the clipboard by clicking the
clipboard button. A shortened version of
the URL can be generated by clicking the

Home / Documents / Change Document Status (2] 8 aQ =B m &

@ View Document @ Details

U Preview notifications

PeerReviewApprove

Generate Public URL

Duration

1 hour
Signed URL

https://scicord-dev.scicord.com/api/Docul
Short URL

Generate short version

Generate short version button. After the URL is generated, it can be pasted into any web

browser to download the linked file.

Resources Index

A Resource index shows filterable columns Actions (Details, View DOCXXX, Open DOCXXX in
Client, Edit Site), Status, Site, Entity ID, Description, Category, Current Location, Is Inventory
Enabled, Is Expired, Source Document ID, Source Document Entity ID, Current Amount, Amount
Unit, Created By, and Date. The User is also able to Export the list of Resources. Resources are

typically created within templates and managed within the SciCord Client.
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Resources

Export to Excel ) Reset

Actions

Status

InProgress

InProgress

InProgress

InProgress

InProgress
InProgress
InProgress

InProgress

InProgress

InProgress

InProgress

site Entity ID
T T
DefaultSite REF13099
Defaultsite REF12835
DefaultSite REF12836
Defaultsite REF12837
Defaultsite REF12828
DefaultSite REF12831
DefaultSite REF12832
DefaultSite REF12833
DefaultSite REF12834
DefaultSite REF12830
Defaultsite REF12818

Description Category Current Location Is Inventory Enabled s Expired
T T T  Yes No Yes No
11056-1 Acetonitrile 50 L 1 Chemical true false
10916-5 Acetonitrile 456 Chemical true false
10916 \onium acetate 456 Chemical  te fals:
enzalkonium Chloride . e .
10916-8 Benzoic Acid 456 Chemical true false
10916-1 2-Propanol L 123 Chemical true false
10916-2 Acetic Acid L 123 Chemical true false
10916-3 Acetone L 123 Chemical true false
10916-4 Methanol L 123 Chemical true false
PAQ-001-Mettler-Emulated Equipment . o
10908
10897-1 test 1 Units Chemical true false

Source Document 1D S
T
11056 ]
10916 D
10916 D
10916 D
10916 o
10916 D
10916 D
10916 D
10916 D
10908 D
10897 D

Resource Details

Buttons at the top of the Resource Details page allows a user to view the document (if
applicable) used to create the resource selected and view the Inventory (if applicable) to the
resource selected. Refer to the Document viewer for more information.

Resource Details: REF13099 - 11056-1 Acetonitrile 50 L 1

Status

Entity ID

Category

Source Document ID 1105
Current Amount 50.00 L

Site
Description

Is Expired

Source Document Entity ID

Current Location

11056-1 Acetonitrile 50 L

DOC11056

1

DDOC11056 @ Inventory

Audit

Resource Inventory

The Resources Inventory page displays basic information about the resource and a list of
inventory transactions. An export button allows the user to open the list of transactions in

excel.

Resource Inventory

REF13099 - 11056-1 Acetonitrile 50 L 1

id 13099
Type Chemical
Description 11056-1 Acetonitrile 50 L 1

Current Amount 501

=

Document C11056 - de 0103 test

Current Location

Transactions

B Export to Excel

Actions  Date T Event

03-Jan-2022 Fill

)

Mov, Amount Analyst

Location

Comments

Automatical
DOC11056

1-1oflitems ©
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Samples
The User will need the Sample_View and Sample_Edit permissions to view and edit the Samples
section in the SciCord Portal.

Sample Index

A Samples Index shows a column for Actions (View, Edit, Change Status, Manage work requests,
Inventory, Snapshot bundle, Restrictions, Specifications) and filterable columns for Status,
Name, Description, Type, Current Amount, Amount Unit, Current Location, Date, Created By,
Review Classification, and Last Modified By. The User is also able to Export the list of Samples.
At the top of the Samples page are links to Create New Sample, Create Multiple Samples,
Create New Sample Work Request, Change Status, and Inventory Schedule.

Samples + Create New Sample 2 Create Muitiple Samples 4 Create New Sample Work Request.  / Change Status

B ExporttoExcel D Reset

Available SMP2 Parent TAPI Sample 13 UNITS (Units)

(LI 1 1 T R 1
=

Create Sample

Users with the Sample_Edit permission can either Create a Sample or Multiple Samples within
the SciCord Portal. The Create Sample page allows the user to input a Sample Type, Parent
Sample, Is SubSample (checkbox), Initial Amount, Units, Location, Add Location, and
Description.
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Create Multiple Samples . .
Multiple Samples Settings

Shown in the graphic to the right, when creating Sample Type
multiple samples, the user can choose Sample Type -
and Initial Samples Count. If more is selected, the Initial Samples Count

user can choose Parent Sample and Is SubSample.

More

Once Create is clicked, a Create Multiple Samples Parent Sample

page is displayed. Depending on the Sample Type .
chosen, the page will display a series of columns for Is SubSample
data input for each sample being created, a

Validation toggle (On/Off), and the ability to add and m

view attachments. The graphic below shows the

Create Multiple Samples view with a couple Demo samples.

Create Multiple Samples C Rese

Validation @ Invalid

Ready Description Batch (7) Project () Lot Protocol Initial amount Units Location
~ a

Attachments

4+ Add Attachment Add Data File W Remove

Sample Viewer

Sample Viewer will give a detailed breakdown of each sample along with tabs for Results,
Attachments, History, and Signatures. At the top of the Sample Viewer page are links to Work
Requests, Inventory, Restrictions, Change Status, and Snapshot bundle.
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Samp|e: SMP‘] - Samp|e 0 @ Work Requests @ Inventory @ Restrictions  # Change Status  Snapshot bundle
Type TAPI Sample Created By Paolo Matrascia
Classification Status Available
Initial Amount L] Current Amount 1
Amount Unit UNITS (Units) Parent Sample Id
Initial Location Current Location Plate 1001 [Row: 1;Column: 1]
Comment
Attributes
Required Optional
Prop 1
Prop 2
Prop 3
Prop 4
Results Attachments Histery Signatures
B Export to Excel D Reset
Aliquot Set Aliguot Seq Aliguot Document  * Test Measurement Value Raw Value
T T T T hd T T
0 Sample 0 DOC10021 Chemical SourceDoc test test

Buttons are present at the top of the Sample Viewer page to Create New Sample, Create
Multiple Samples, and Create New Sample Work Request along with another Change Status
button.

Sample Inventory

Sample Inventory: 1 - Sample 0
SMP1 - Sample 0 Transactions Requests
Id 4 SMP1 Bi Export to Excel New Transfer
Type TAPI Sample Actions  Date ' Event Mov. Amount Analyst Location Com
Description Sample 0
Rese
Initial Amount 0 Units = 310an2020  Filltosetexactamount  + 400 NA. Autc
Current Amount 1 Units DOC
Current Location Plate 1001 [Row: 1:Column: 1] Rest
3 Remove to set exact
— 31-Jan-2020 = 400 N.A. Autc
amount DoC
= 20Nov-2020  Filltosetexactamount  + 100 NA
— Remove to set exact
= 20-Nov-2020 = 99 N.A.
amount
p— . Plate 1001 [Row:
= 01-Jun-2021 Change location 1:Col W
;Column:
»
- 1-50f5items G

The User will need the Samplelnventory_View and Samplelnventory_Edit permissions to view
and edit the Sample Inventories in the SciCord Portal. The Sample Inventory page displays basic
information about the sample and index lists of inventory transactions and requests. Within
each an export button allows the user to open the list of transactions in excel. A New and a
Transfer button allow the user to create inventory transactions or requests.
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The index list for Transactions contains columns for Actions (Detail and Sign), Date, Event,
Movement, Amount, Analyst, Location, Comments, Attachment, and Is Signed. If the movement

is negative, an added Action item for return exists.

The index list for Requests contains columns for Actions (Detail, Mark as Complete, and Create
Transaction). If Type is Pick, an additional Action item for Return is added.

Create Inventory Transactions

Within the index list for Transactions, the user
can insert a new transaction by clicking the
New button. Once clicked, the pop-up shown
to the right is shown. The User can input the
appropriate date, event, amount, etc. Once
Save is selected, a new transaction is shown in
the index list and the current sample amount is
updated.

Additionally, the user can insert a Transfer
transaction by selecting the Transfer button.
This transfer takes place between the
inventory amount between two samples. The
User can input the appropriate date, samples
to transfer amount between, amount, etc.
Once Save is selected, a new transaction is
shown in the index list and the current sample
amount for both samples is updated.

Create Inventory Requests

MNew Transfer

way as Transactions.

Sample Inventory Schedule

Create Inventory Transaction

Date  27-Jan-2022

Event Pick -
Amount x Units
Analyst v

Comments

Attachment ~ Choose file

Remove from invent... ~

Browse

Transfer between two Samples

Date  27-Jan-2022

Transfer from ~ SMP1 - Sample 0

Transfer to ‘

Amount ‘ x ‘ |

Comments

Attachment = Choose file

Browse

Requests operate similarly to Transactions. The user can select a New request
or a Transfer Request. Both New and Transfer pop-ups operate in the same

A calendar view of listing color coded list of samples that can be filtered by Day, Week, Work
Week, or Month. The calendar can be Refreshed, Exported, and filtered by Site.
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= Home / Samples / Sample Inventory Schedule (2] & Q B n &
Sample Inventory Schedule
£ Refresh [ BxporttoiCal  Only My site &)
Today <« » [ September, 2022 Day Week Work Week Samples:
@ 5MP24 - Sample for SCTM-422
Sunday Monday Tuesday Wednesday Thursday Friday Saturday SMP26 - Sample 1 for SCTM-421
SMP28 - Sample for SCTM-423
28 29 30 31 01 02 03 (@l SMP62 - Clone Test Case Parent
SMP280 - Fill 100.000000 may/! @ sMPGe - Clone 2
) sMP138 - Sample created by
DOC10105
04 05 06 07 08 09 10 @ SMP178 - SubSample for SCTM-
SMP280 - Fill 100.000000 may/! 547

SMP184 - Sample 4
SMP278 - AAA 111
| SMP279 - Parent 1
SMP280 - Parent 2
@ 51P306 - AAA 111
@ 5MP336 - SC21-851 mL
i ° 2 4 = = 24 SMP337 - SC21-851 Unit
- - ni
SMP280 - Fill 100.000000 ma/|
SMP459 - New 'SCTM-530 Test 01"
Sample
25 26 27 28 29 30 01 SMP465 - SC21-889 = Parent
SMP280 - Fill 100.000000 may/| [precondition]
@ 51MP466 - SC21-889 & SubSample
Iprecondition]

11 12 13 14 15 16 17
SMP280 - Fill 100.000000 mg/!

Sample Work Requests

The User will need the SampleWorkRequest_View and SampleWorkRequest _Edit permissions
to create, view, and edit the Sample Work Requests in the SciCord Portal.

Sample Work Requests Index

A Samples Work Request page
shows filterable columns
Actions (Manage Work T [t i
Requests, View SMPXXX, and
Delete), ID, Test/Analysis,
Sample, Sample Description,
Method, Assignee Individual(s),
Assignee Group(s), Status,

Samples Work Requests

‘S All Wk Requasts

Hakra Bl SaPNER

TG 2 AA1E

Experiment(s), Scheduled From,
Scheduled To, Overdue Days, Replicates, Hours Expected, Hours Spent, Date, Created by, and
Last Modified by. The user can export a list of all the Work Requests and can view the sample
Inventory from the Sample Viewer. At the top of the page are links to Calendar, Create New
Sample Work Request, and Delete. There is a ‘Show All Work Requests’ flag that may be
selected as well to include all Work Requests.

Page 47 of 115



SciCord ELN/LIMS Portal User Guide Beryllium R2.1.x

Sample Work Requests Calendar

The Sample Work Requests Calendar displays scheduled Sample Work Requests. The view
display can be changed between Day, Work Week (Mon-Fri), Week, Month, Agenda (vertically
separated by day), and Timeline (horizontally oriented by hour).

Samples Work Requests Calendar

= Refresh B Export to iCal

Show All Work Requests Show Only Assigned To Me

Today <+ » [ January, 2022 Day  Work Week Week Agenda  Timeline
Sunday Monday Tuesday Wednesday Thursday Friday Saturday

26 27 28 29 30 31 01
SMP11665 - TT10775-1 SMP11382 -

SMP11665 - TT10775-2 SMP11346 - Assay

02 03 04 05 06 07 08
4 SMP11382 - Appearance

SMP11382 - Density

09 10 1 12 13 14 15
« SMP11382 - Appearance

« SMP11382 - Density

16 17 18 19 20 21 22
« SMP11382 - Appearance
« SMP11382 - Density

Data Files

A Data Files Index is available with Actions (Edit, Move, Tags, Details, Delete, Download,
Restrictions, Generate Public URL, History, Documents, Samples, Edit Site) and filterable
columns for ID, Folder, File Name, Description, File Type, Source Application, Source Host, Used,
Site, Creation Date, Size (KB), Tags, and Created by. Links are located at the top of the page for
History of Deleted DataFiles and Move.
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Data Files

B Export to Excel O Reset

File Name Description File Type Source Application Source Host Used Site Creation Date  * Size (KB) Tags Creat
5 ¢ T 4 ) v Y  Yes No T B r & or b 4

BLM-TAC-

000066Accidental Adobe Portab

OSvsu et dobe Portable scicord Client WIN10DEV-0218 false Defaultsite 24-Jan-20221234 15 Paol

Experiment Creation Document Format

(1)pdf

Report from 21-Nov-

e Month 2021 to 11-Dec-2021
Excel Workbook SciCord Report Server  DEVWM false DefaultSite 16-Dec-202119:00 316 Olga
Excel \ SciCord Report Server  DEWWM false DefaultSite 16-Dec-202119:00 427 SciCe
AM
Demo Single Month
General report - 16- Excel Workbook SciCord Report Server  DEVVM false DefaultSite 15-Dec-202119:00 316 Olga

Dec-2021.xlsx

View/Edit Data File Properties

Buttons for Details/Edit, Documents, Samples, Download, Restrictions, Generate Public URL,
and History can be selected in both View and Edit Data File Properties. Fields include Data File
ID, File Type, File Name*, Folder*, Description*, Notes*, and Tags™* (* indicate fields that can be
changed in Edit Data File Properties).
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File System Explorer

The Data Files System Explorer operates similarly to a computer’s file explorer. The Explorer
displays the hierarchy of files and folders within the system and allows the user to navigate
amongst folders and locations to find a data file. Buttons at the top of the explorer offers the
users shortcuts that can otherwise be navigated to within the explorer.

= Home / File System Explorer @ &8 o O n o
Data Files System Explorer
4+ New Folder < Move s Manage Groups Aa Rename @ Delete Show Details @
/ B B B B B O O
Repors scicordtestfolder subfoldert(1) test folder saam-049  wirjywrjhwdhtwed Shjwdi 20999KiB bin 7_051821_PERSON.csv 7df409bd-2001-48;
348 607426

----------

i B B B
. laimiView.doc: ClaimViewZ doox mpty Text bt
B & &
File with tags.tet mage pg mage)pg
A [y = = = [:h [ A -
n 2 » 1 - 50 of 96 items

Select files... Drop files here to upload

Location Explorer

Like the File System Explorer, the Location Explorer can be navigated using the Explorer window
or the tree to the side of the window. The Location Explorer displays physical locations samples,
materials, equipment, etc. can be stored. Locations and Child Locations can also be added in

the Locations Explorer.
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+ Location < Child Location

Locations Explorer

(] Show Details (8 . Select Multiple

’ Ex
ailang 2 aiang’s P

Total locations/containers: 25
Total Samples:

Total Resources:

Reports, Templates & Modules

Reports

Reports are designed to provide the user a more user-friendly output of the data in the system
apart from the client or originating template the data was inserted, created, or calculated.
Reports are configurable and can be added dynamically to the system. There are Report
Permissions and the User must have the Report_View, the Report_Edit, or the
AdminReport_View permission to access the Reports.

Report Index

Reports

Show Inactive Reports

Bi Export to Excel D Reset

Actions  Name

RPT18
RPT19
RPT17
RPT23
RPT20
RPT15
RPT4
RPT3
RPTS

RPT6

RPT16

Description T Report Type
T
ABP AER Cahir Final Effluent 2021 Report XLSX
ABP Cahir Final CoFA Report XLSX
ABP ERF 6.2A New EMR Cahir 2021 Report XLSX
ABP Surface Water Report v01_01 XLSX
Cahir Final CofA with JN and CC Signatures v01_01 XLSX
Chemical Inventory XLSX
Daily Report for Tyler XLSX
Demo Annual Testing XLSX
Demo Single Month General XLSX
Documents Review Report v03 RDLC
EquipmentList_CalibrationDueln31days XLSX

=+ Create New Report

Status Admin Created By Last Modifiec
T Yes No T
Created false David Strauss 16-Sep-2021
Created false David Strauss 16-Sep-2021
Created false David Strauss 16-Sep-2021
Created false Joe Rinaudo 07-Jan-2022
Created false Joe Rinaudo 20-Dec-2021
Active false Paolo Matrascia 18-Jun-2021
Created true Joe Rinaudo 17-Feb-2021
Created false David Strauss 17-Feb-2021
Created false David Strauss 22-Dec-2021
Validated true SciCord Support 07-Apr-2021
Created false David Strauss 24-Jun-2021

The Reports Index consists of a table with a column for Actions (Details, Edit, Download Report
File, Delete, Launch) and filterable columns for Name, Description, Report Type, Status, Admin,
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Created By, Last Modified, and Modified By. The Reports Index also allows the user to Create
New Reports. There is a ‘Show inactive Reports’ flag that may be selected as well to include all
Reports, and not just the ones with a Status of Created, Active, or Validated.

Creating a Report

By selecting the Create New Report button a new page will appear that allows the User to
record a Description for the Report, load a Report DLL, include the Status using a drop-list, and
select if it Is Admin. If the ‘Is Admin’ checkbox is enabled, only a User with an
AdminReport_View will be able to view the Report. The User must have the Report_Edit
permission to create a Report.

= Home / Reports / Create Report (2] (o] Q s} ] cd
Create Report

Description

Report File
Choose file Browse
Status Is Admin

Created

Report Details

The Report Details page allows the user to view the Report Details, which include the Name,
Description, Report Type, Status, Is Admin (checkbox), and Version number. The user may also
Launch, Edit/View, Download, or Delete the Report File using the corresponding buttons
located at the top of the Report Details page. At the bottom of the Report Details page, A
Schedule Index (if a schedule has been added to a report) displays the schedule for the current
report for users with ReportSchedule_Management permission enabled. The index contains
columns for Actions, Description, Schedule, Next Execution, Last Execution, and Time Zone with
similarly filterable columns as previous indices.
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Repo rt Details € launch 4 Edit & Download Report File [l Delete
Name RPT2 Report Type XLSX
Description Monthly
Status Active Is Admin
Version 1
Schedule

B Export to Excel "D Reset + Add New

Actions  Description Schedule Next Execution Last Execution Time Zone

Periodic Monthly At 12:00 AM 27-Jan-2022 19:00 26-Jan-2022 19:00 uTC

Periodic Monthly At 12:00 AM, on day 1 of the month 31-Jan-2022 19:00 31-Dec-2021 19:00 utC

- 1-20of2items O

Edit

By selecting the Edit Action, the user can Edit the corresponding Report. The user can update the
Description, Report File, Status, Is Admin (checkbox), and the Schedule of the Report. Once the
Report has been Saved the Last Modified date will change to the date that the update was made.

Launch

When launching a report, the user can select from a drop-list a Date Filter, Output File Type,
and Generation Type. Once those are selected, the user can Generate the
report using the button (shown to the right) located at the top right of the
page. Depending on the selection made in Generation Type, the user can

access the report either locally on their machine or in the Data Files Index.

Schedule a New Report

Users with ReportSchedule_Management permission enabled can schedule new reports. The
graphic below shows the page to do so. Once the Schedule New action is selected for a given
report, the user can create a new schedule using Cron expressions (examples are given in the
orange-gold box), choose an Output File Type, select a “Do not generate on empty results”
checkbox, choose a Description, select a Folder, and select a “Send email notifications”
checkbox.
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Schedule new periodic Report generation: RPT18 - ABP AER Cahir Final
Effluent 2021 Report

Report @

RPT18 - ABP AER Cahir Final Effluent 2021 Report T e e el e e i G P s i

Schedule where the reports will be stored:
= {year}
00 « {month}
- ’ p . . * {day}
Any standard Cron expression will be accepted. You can start from a predefined expression. o {dayOfWeek}
Output File Type Each placeholder will be replaced - during the report generation -

using the current year, month or day

Excel -
[J Do not generate on empty results

Description

Periodic ABP AER Cahir Final Effluent 2021 Report

Folder

(0 Send email notifications

Filters

Scheduled Reports

The Reports Generation Schedule Index displays all currently scheduled report generations. The
Index consists of a table with the column headers: Actions (Report, Edit, Details, and Delete),
Description, Schedule, Next Execution, Last Execution, and Time Zone.

Reports Generation Schedule

Bi Export to Excel D Reset

Actions  Description Schedule Next Execution Last Execution Time Zone
T T 8 v =1 ¢ h g
= Periodic Monthly At 12:00 AM 27-Jan-2022 19:00 26-Jan-2022 19:00 utc
= Periodic Monthly At 12:00 AM, on day 1 of the month 31-Jan-2022 19:00 31-Dec-2021 19:00 utc

At 12:00 AM, on day 1 of the month,

R 31-Dec-2022 19:00 utc
only in January

Periodic Report with Filters

Periodic Demo Single Month General At 12:00 AM 27-Jan-2022 19:00 26-Jan-2022 19:00 uTC

- 1-4ofditems O

Templates

Templates are loaded into the SciCord Portal and used to create new documents in the SciCord
Client. Each template is unique and configurable. Three Template permissions exist:
Template_View, Template_Edit, and TemplateAPl_Management. The user must have at least
one of these to view the Template section of the Portal.
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Templates Index

Templates
Show Inactive Templates

Bi Export to Excel D Reset

Actions  Name Description T Status Default Review Class. Created By Last Modified Modified B
b T A b h g B ¥

= TML21 #10055 resolution verification Active Paolo Matrascia 05-Jan-2021 10:22 Paclo Matr
= TML79 aa Created Mike Matenco 03-Aug-2021 09:02 Mike Mater
= T™ML8S ABP Dictionary Created David Strauss 28-Sep-2021 2212 David Strau
= TML84 ABP Samples v01_01 Created David Strauss 16-Sep-2021 08:55 David Strau
= TMLBE ABP Site Manager v01_01 Created David Strauss 29-Sep-2021 09:15 David Strav
= TML45 Aurobindo A&l v01_01 Created David Strauss 08-Apr-2021 10:49 David Strau
= TML4 Balance Logbook v01_01 Created SciCord Support 04-Dec-2020 08:36 SciCord Suj
= TML56 Biological Resources v01_01 Created David Strauss 17-May-2021 07:50 David Strau
= T™L1 Blank v01_01 Active SciCord Support 14-Jan-2021 13:26 Nicholas W
= TML110 Bug #12213 Resolution Verification Created Paolo Matrascia 17-Jan-2022 10:52 Paclo Matr
= TMLT1 Bulk Samples And Results Creator v01_01 Active Paolo Matrascia 07-Jul-2021 16:43 Paclo Matr.
= TMLE7 Bundler PDF Conversion Tester vO1_01 Active Paolo Matrascia 23-Jun-2021 09:54 Paclo Matr

The Template Index table includes a column for Actions (Audits, Details, Edit, Controller,
Restrictions, Doc Restrictions, Workbook, Download Droplet, and if applicable, Help) and
filterable columns for Name, Description, Status, Default Review Classification, Created By, Last
Modified, Modified By, Max Samples, Allow Unrestricted, and Version. Each Template is
provided a unique and specific Name, TML(N), where N is the Template number. The Template
may be one of four statuses that the client user selected initially or has been updated: Created,
Active, Validated, and Inactive. The Max Samples column is unique to Templates. Some
templates don’t require any samples while others do require them.

Audit

The User must have the Template_View or Template_Edit Permissions to view the Audit. The
user is able to retrieve an audit of each of the Templates that are in the Template Index. This
audit contains data regarding any unlocked cells within the Template. This is a way in which a
Template Developer can double-check their work so that they may know that all cells within the
workbook are locked. However, it isn’t necessarily mandatory that all cells are locked.
Regardless, if a user were to change a cell that previously had text and was unlocked, an audit
trail would still be found in the history documenting the previous text and new text of the cell.
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Audits
Show entries Search:
ID “  Version Display Value Address Worksheet
806 1 1 Sheet1!SA7 Sheet1

Showing 1 to 1 of 1 entries 1

Template Details

The user must have the Template_View or Template_Edit Permission to view the Template
Details. The Template Details page includes values for Name, Description, Max Samples, Status,
Allow unrestricted, Use Default Controller, Version Requirement Core, Version, Analysis Type,
Review Classification Default, Allow unrestricted Sample Status, Control Class Name, Version
Requirement Template API. The user may also Edit, view audits, view restrictions, or download
the document Droplet, Workbook File, Configuration File, and Controller File using the
corresponding buttons located at the top of the Template Details page.

Edit

A User must have the Template_Edit Permission to edit any Template in the Template Index. By
selecting the Edit item in the Actions drop-list, the User will be directed to the Edit Template
page. On the Edit Template page, the user can vary the number of Max Samples, Status, and
Analysis Type for the selected Template. The user is also able to load different Workbook,
Controller, Configuration, and Help Files for the Template.

Controller

A User with the Template_Edit Permission will have access to the Controller item in the Actions
drop-list. By selecting Controller, the user will be able to Download the Controller file that is
associated with the corresponding Template.

Create New Template

This page allows the User with the Template_Edit and TemplateAPI_Management Permissions,
typically the TemplateDeveloper Role, to create a new template so that it may be used in the
SciCord Client when creating new documents. The Description of the Template will be the
Template Name that appears in the SciCord Client when creating a Document. The User is also
able to include the number of Max Samples. In the Client, the User will only be able to add up
to the Max Samples number recorded in this section of the Portal.
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Below is an image of the Create Template page.

Create Template

Description

Max Samples

0

Workbook File Configuration File
Choose file Browse Choose file Browse
Help File
Choose file Browse
Analysis Type Status
- Created -

Review Classification Default Allow unrestricted changes

I Allow Unrestricted Sample Status

Use Default Controller

Version Requirement Core Version Requirement Template Api

Create & Continue

The Workbook File is the Excel file that the User wants the Template to be based on. The
creator of the Template will have included an Automation Configuration and Extraction
Configuration worksheet in the workbook that will aid in some of the automation in the SciCord
Client. The workbook file works in conjunction with the Controller, Configuration File, and the
Template API to produce the desired effects on a document that would be created in the
SciCord Client.

The Configuration File is an xml file that is used to configure the Template.

The Help File is a document associated with the Template that will help the User to understand
the Template and how to work with it. This is a file that is optional for the User to add to the
Template.

When creating the template, the Analysis Type, Status, Review Classification Default, Allow
Unrestricted Changes fields all contain drop lists to make selections for the template
requirements. Template Requirement Core and Version Requirement Template API fields are
optional fields available to complete the template creation.

A Controller may be customized by using the Template API, but it is important to note that each
of the Controllers is compatible with different versions of the Template API. The User creating
the Template should be aware that the Template APl and Controller designated for the
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Template in creation are compatible. There are also various Controllers that interface with
instruments (i.e. FD10, GeoPyc, Sympatec) and provide different functions (i.e. Usage Log). The
User will record the Control Class Name and load the corresponding Controller File. The
Controller file should correspond to the requirements of the Template.

ActionMappings Usage Overview

ActionMappings are employed in templates to provide buttons functionality, create samples,
unhide worksheets, etc. The SciCord Portal tracks the use of these ActionMappings on a per
template basis.

ActionMappings Usage Overview Index

The ActionMappings section is available to users with the TemplateAPl_Management
permission. Typically, this permission is given to the Template Developer role. The
ActionMappings Usage Overview Index includes the column headers: Actions (Details,
Workbook), ActionMapping, Template, Template Status, and Usages. If the Details action is
selected, the user is directed to the Template Details page of the template implementing the
selected ActionMapping. Selecting the Workbook action allows the user to download the same
template.

Template Config Verification

Verify Template Configuration File

i Note

This page executes the template configuration and verification process but it does not create any new entity on the database.

Template Configuration Information
Configuration File

Choose file Browse

 Verify

A user with the Template_Edit Permission can utilize the Template Config Verification. A part of
the Template (noted in the Create a Template section) is the Configuration File. Prior to saving
the Template with a configuration file, the User can execute the template configuration and
verification process, however, no new entities will be created in the database. By loading the
Configuration file on the Verify Template Configuration File page, the User can go through the
verification process. Once the ‘Verify’ button is selected the User is shown the Template
Configuration Response that verifies the file or shows the User an error(s).
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Default Templates Controller

Some templates implemented by SciCord require a unique Controller while others can use the
same one to achieve the proper functionality. The Default Template Controller can be uploaded
to serve as the “default” for all templates being uploaded in the system. When a user uploads a
new template in the system, they are given the option to use the default uploaded here or
upload a template-specific controller.

Template API
The Template APl is accessible only to the User with the TemplateAPl_Management permission.
Typically, this permission is reserved for the Template Developer Role.

Template API

Name ENBLight. AP
Version 1.7.0.0
Upload Date 01-Feb-2022 20:56:00 +00:00

Uploader Nicholas Webb <nwebb>

Upload new version Browse

X Upload

The Template APl is the tool the Template Developer would use in creating the desired effects
for a Template Excel file. The Excel file (and corresponding Configuration file) will not produce
all the functionality until paired with the definitions set in the Template API. It is important to
note that when developing Templates, the Template Developer should be aware of what API
functions are available for the specific Template API version in the given environment.

Modules Management
The Modules Managements is available to users with the TemplateAPI_Management
permission. Typically, this permission is given to the Template Developer role.
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Modules Administrative Panel
Bi Export to Excel ) Reset
Actions  Name * Update Date
T B T

ENBLight.Module.Client.Parser.PHMettlerParser.V01_01.dll 16-Feb-2021 10:29
ENBLight.Module.Client.Parser.NVK.PHThermoFisherParser.V01_01.dll 26-Jan-2021 15:24
ENBLight.Module.Client.Parser.NVK.PHDOMettlerParser.V01_02.dll 26-Jan-202115:42
ENBLight.Module.Client.Parser.MoistureMeterMitsubishiParser.vV01_01.dll 16-Feb-2021 10:29
ENBLight.Module.Client.GenericlnstrumentSubPanel.V02_01.dll 28-Apr-2021 09:24
ENBLight.Module.Client.DeviceDriver.PHMettlerTCPClient.V1_01.dll 16-Feb-2021 10:29

ENBLight.Module.Client.DeviceDriver. MTSICSBalance TCPClient.v00_01.dll 02-Dec-2021 14:38

1-7Tof7items O

Select files... Drop files here to upload

You can only upload DLL files.

A Modules Administrative Panel index containing columns for Actions (Delete, Download),
Name, and Update Date. Modules facilitate communication between the SciCord client and
exterior devices.

Laboratories Configuration

Analyses

The Analyses section of the Laboratories Configuration is available to Users with the
LabConfiguration_View or the LabConfiguration_Edit permissions. Typically, the Laboratories
Configuration permissions are granted to the Template Developer and Administrator.

Analyses Index

The Analyses Index provides the User with a list of all the recorded Analyses. Each Analysis is
created and given a specific Analysis ID which can be used to identify an Analysis. The Index also
includes the Analysis Name, Analysis Type, Is Active, and Is Inventory Enabled flag. The Index
includes several Actions(Details, Edit, Delete, Export).
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Analyses

Export to Excel D Reset

B Dashboard Actions  Analysis id

t Management A

11 1 1
N @ e w & N N N
Hl 2 E-RC -

n
o

Name

Ammonia
Analysis1
Analysis2
Analysis3
Appearance

APSD

Assay

Bacterial Endotoxin
Balance

Bio

Bioburden

Home / Analyses

o a =

cd

+ Create New Analysis [Bs Export ~  import | [l Delete

Analysis Type Is Active
T A Yes No
Result true
Result true
Result true
Result true
Result true
Result true
Result true
Result true
Resource true
Resource true
Result true

Is Inventory Enabled

Yes No

false
false
false
false
false
false
false
false
false
false

false

There is an Export to Excel button that will send an XLSX file of recorded Analyses to your local

machine.
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Create a New Analysis

The user can create a new Analysis by selecting blue ‘Create New Analysis’ on the Analysis
Index page.

Create Analysis

Name Analysis Type
List
Description s Active

Is Inventery Enabled

The Create Analysis page allows the User to record a Name and Description, as well as a drop
list to record the Analysis Type. ‘Is Active’ and ‘Is Inventory Enabled’ status. Once the User
selects the ‘Save’ button a message will appear stating, ‘Analysis successfully created’ and the
page will change to the Edit Analysis. Once the Analysis is created it will be given a unique
Analysis ID which will be specific to the newly created Analysis.

Analysis: Details

The Analysis Details include the Analysis ID, Description, Name, Analysis Type, and ‘Is Active’
and ‘Is Inventory Enabled’ status. The User can navigate to the Edit page by selecting the blue-
highlight button. To the right is an image of the Analysis Details page.
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& SCICORD n

@ scicord restadmini

Al

@ Dashboard
nt Management

d Applications

Home / Analyses / Analysis Details

nalysis Details

Analysis Id 12 Name Ammonia
Description Ammonia

Analysis Type Result

Is Active Is Inventory Enabled

o a = &

Edit ok Erport

ites Administ..
EB Reports, Temp
Laboratories Configura...

L Analyses

@ Config Atiributes

Components

B ExporttoExcel D Reset
Id Name T Units
T T
317 NH3
318 NH3 Soluble
373 Test Date Time
275 Total

Is Active

Yes No

true

true

true

true

1-4of4items O

ystem Sequences

W Tgs

B sustem Confiouration v

The Analysis Details also contains a section of expandable and filterable of the related

Audit
Timestamp: 30-Nov-2020 16:12:47 +00:00 Updated Timestamp:
Created By: Nicholas Webb «<nicholas.webb@scicord.com> Updated By:

30-Nov-2020 16:12:47 +00:00

Nicholas Webb <nicholas webb@scicord.com>

Components and Audit information. The Components index can be exported to Excel, and
shows columns for ID, Name, Units, and Is Active.

Analysis: Edit

The Edit action allows a user with the LabConfiguration_Edit permission to edit the Name,
Description, Analysis Type, Is Active and Is Inventory Enabled fields. The user may not edit the
Analysis ID. Below is an image of the Edit Analysis page.

= Hi Analy Edit Analysis o Q +
Edit Analysis
v
‘Compenents
B Spomtoswsl 9 Reser [ Addnew [ Does
= 3 NH3 true
= 318 NH3 Soluble true
= 3 Test Date Time trus
= Total trus

1-doraitems | O

Timestamp:
Created By:

Updated Timestamp:

Updated By:
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The Analysis Edit also contains a section of expandable, filterable, and can be edited of the
related Components and displays the related Audit information. The Components index can be
exported to Excel, and shows columns for ID, Name, Units, and Is Active. In Edit mode, the User
may also Add New or Delete the related Components.

Analysis: Delete

The Delete action can be performed by a user with the LabConfiguration_Edit permission. By
selecting an Analysis, and the red Delete button. The user will be asked to confirm that the

specific Analysis selected is the one to be deleted. ‘Are you sure you want to delete this
Analysis?’

Are you sure you want to
delete selected Analysis(s)?
[Test A]
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The User should review the Analysis ID, Description, Name, Analysis Type, and Is Active, and Is
Inventory Enabled status prior to deleting any Analysis.

Once the User selects the ‘Delete’ button the User will be returned to the Analysis Index page
and the Analysis that was deleted will no longer be present on the Analysis Index table.

Component

The Component section of the Laboratories Configuration is available to Users with the
LabConfiguration_View or the LabConfiguration_Edit permissions. Typically, the Laboratories
Configuration permissions are granted to the Template Developer and Administrator.

Component Index

By selecting ‘Component’ from the SciCord Portal homepage the User is directed to the
Component Index page. Each created Component is provided a unique Component ID upon
creation which is seen in the first column of the Index (see the Component Index image below).
The User, if they have the LabConfiguration_Edit permission, can Create a New Component.
The Actions are: Details, Edit, and Delete.

Below is an image of the Component Index.

& SCICORD = Home / Components 0o Q = o

@ scicors estacminn Components

B ExporttoExcel "D Reset

Actions Id Name T Analysis Name Units s Active

&8 sciCord Applications N _
310 % Label Claim Content Uniformity PERCENT (3%) true

314 Sewater Moisture PERCENT (%) true

>104 Particulate true

BB Reports, Templates & ...

25y Particulate true
Laboratories Configura... 260 504 Particulate true

L Analyses

& Ccomponents

11 10 to 25 micron Particulates UG_ACT (pg/act) true

Calor rue

e mnmonomem
]

Create a New Component

By selecting the blue-highlight ‘Create New Component’ button, the User will be directed to the
‘Create Component’ page. The Name field and the Analysis are the only required fields when
creating a Component. However, the User can record a Description, a Unit (from a drop-list),
and Attributes. Options to check the box for Overwrite Units Description and Is Active flag.

Below is an image of the Create Component page.
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Create Component

Name

Description

units
Overwrite Units Description
Result Label Attr 1
Result Label Attr 2

Result Label Attr 5

Instructions Label Attr 1
Instructions Label Attr 3

Instructions Label Attr &

Analysis

Units Description

Result Label Attr 2

Result Label Attr 4

Instructions Label Attr 2

Instructions Label Attr 4
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Component: Details

A User with the LabConfiguration_View permission can select the Details Action and view-only
the Component Details. As seen in the image below, a User with the LabConfiguration_Edit
permission can Edit the Component from this page. Besides the information that can be seen
on the Index, the User is also able to view the Description and Attributes data. An Audit section
reveals the Timestamp of creation, created by User Name, Updated Timestamp, and User that
made the update.

ents / Component Details 0 Q nm ®»

/ Edit W Delete

Component Details: 310 - % Label Claim
Name 9% Label Claim Analysis Content Uniformity
Description 9% Label Claim

Units PERCENT (%) Is Active

Management
® scicord Applications

Sites Administ...

BB Reporis, Templates & ...

Laboratories Configura...

Result Label Attr 1
Result Label Attr 3
Result Label Attr 5
Instructions Label Attr 2

Instructions Label Attr 4

Component

Result Label Attr 2
Result Label Attr 4
Instructions Label Attr 1
i Label Attr 3

ructions Label Attr 5

Audit

L Analyses

£ Config Attributes

BB Lists

Timestamp: 06-Dec-2021 18:45:18 +00:00 Updated Timestamp:

Updated By:

06-Dec-2021 18:45:18 +00:00

Created By: Nicholas Webb <nwebb> Nicholas Webb <nwebb>

Component: Edit

By selecting the Edit Action from the Index page, a User will be able to edit the associated
Component. The User may update the Name, Description, Analysis, Units, Is Active field,
Overwrite Units Description, and the Attributes.

Component: Delete

By selecting the Delete Action on the Component Index the User will be directed to the Delete
Component page of the associated Component. The User will be able to verify the Component
that is to be deleted and after selecting the ‘Delete’ button the User will be directed to the
Component Index and the Component will have been deleted.

Below is an image of the Delete Component page.
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ConfigAttribute

The SciCord Portal allows the User to view the ConfigAttributes that are registered in the
System. The ConfigAttribute section of the Laboratories Configuration is available to users with
the LabConfiguration_View or the LabConfiguration_Edit permissions. Typically, the
Laboratories Configuration permissions are granted to the Template Developer and
Administrator.

ConfigAttribute Index

The ConfigAttribute Index allows the user to view all the registered ConfigAttributes in the
SciCord System. Each ConfigAttribute has a unique ID upon the creation of the ConfigAttribute.
The User can view the ID, the Object Type, Attribute, and Sort Priority. Below is an image of the
ConfigAttribute Index. The Actions are: Details, Edit, and Delete.

= Home / Config Attributes (1] Q =

Config Attributes

B ExporttoExcel D Reset

Acti.. | Id ObjectType "' Attribute ' Sort Priority

146 EXPERIMENT COLUMN_USAGE

144 EXPERIMENT Filtering Attribute 1

143 EXPERIMENT Filtering Attribute 2

200 EXPERIMENT sampling Total Chlarine
EXPERIMENT Training Assignmen it

184 EXPERIMENT Training Assignment Status
121 EXPERIMENT DO_USAGE

120 EXPERIMENT EQUIPMENT_USAGE

-~ 4 - ©o © o © ©°o o

122 EXPERIMENT GC_USAGE

Create a NewConfigAttribute

By selecting the blue-highlight ‘Create New ConfigAttribute’ button above the ConfigAttribute
table the User will be directed to the Create ConfigAttribute page. The User may choose the
Object Type, Attribute Name, Attribute Format Description, Attribute Format, Attributes 1-5,
and the Sort Priority. The ‘Choose’ button will open a dialog to select Attribute Formats. Once a
format has been selected the appropriate information will be automatically populated in the
Attribute Format Description and the Attribute Format fields.

After creating the ConfigAttribute it will be assigned a unique ConfigAttribute ID.
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Laboratories Configura...

[

Create Config Attribute

Object Type
EXPERIMENT

Attribute

Attribute Format Description

Attribute Format

Attrl
Attrd

Attrs

Home / Config Attributes / Create Config Attribute @ Q58

Attr2

Sort Priority

Format Selection

Attribute Formats

Alphanumeric String
Integer Number
Real Number

Time (e.g: 10:30:59)

Date (e.g: 10-Jul-2019)

DateTime (2.g: 10-Jul-2019 10:30:59)
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ConfigAttribute: Details

By selecting the Detail Action on the ConfigAttribute Index the User will be directed to the
ConfigAttribute Details page. The Details page is a view-only page that allows the User to view
the ConfigAttribute ID, Object type, Attribute Name, Attribute Format Description, Attribute
Format, Attributes 1-5, and Sort Priority. Expandable section with Audit details is available.

Jay S C'C D R D =] Home / Config Attributes / Config Attribute Details [:] Q = cd
@ sccouTestamm Config Attribute Details

Id 146

Object Type EXPERIMENT Attribute COLUMN_USAGE

Attribute Format Description Attribute Format

Attrl Attr2

Attr3 Attrd

Attrs Sort Priority 0

Audit

Timestamp: 23-Apr-2021 15:34:22 +00:00 Updated Timestamp: 23-Apr-2021 15:34:22 +00:00

Created By: sciCord Support «SgiCordsuppert@scicerd.com > Updated By: sciCord Support «SciCordsuppent @scicerd.com >

ConfigAttribute: Edit

The User with the LabConfiguration_Edit permission can select the Edit Action on the
ConfigAttribute Index. The User can Edit the Object Type, Attribute Name, Attribute Format
Description, Attribute Format, Attributes 1-5, and Sort Priority. Expandable section with Audit
details is available.

Remember to select the Save button before navigating to another section of the Portal.

ASCICORD = Home / Config Atcibutes / Edit Config Atribute @ Q. 58 @&

Edit ConfigAttribute [ @ occis |

144
Object Type

Fitaring Anibute 1

Attribute Format Description

E==]
y
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ConfigAttribute: Delete

The User with the LabConfiguration_Edit permission can Delete a ConfigAttribute from the
SciCord Portal.

By selecting the Delete Action, a dialog is revealed to verify that the user wants to Delete the
ConfigAttribute. If the user selects, ‘Yes, Delete it!;’ the user will be directed to the Index and
the ConfigAttribute will no longer be present.

aSCICORD =

Are you sure you want to
delete selected Config
Attribute(s)?

[EQUIPMENT_USAGE]

Jrp—

List

A List is a generic name for a group of Listltems. The user will use the List name when creating
the Listltems. The List section of the Laboratories Configuration is available to users with the
LabConfiguration_View or the LabConfiguration_Edit permissions. Typically, the Laboratories
Configuration permissions are granted to the Template Developer and Administrator.

List Index

The List Index provides the User with the Actions, List Name, a Description, and Data Type
fields. Once a List has been created List Items (Values) may be associated with the List. Below is
an image of the List Index.
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Create a New List

By selecting the blue-highlight button ‘Create New List’ the user is directed to the ‘Create List’
page. The User can manually record a List Name, List Description, and Data Type. It is important
to think of the List as the generic name of all the specific List Items that will be associated with
the List (e.g., Locations is the ‘List’; NC, CA, NY are ‘List Items’). The Actions are: Details, Edit,
Delete, and Values.

aSCICORD

Bt @Crmste & Contivoe

List: Details

By selecting the Details Action from the List Index, the user can read-only the List Name,
Description, and Data Type. The user is also able to view the Listltems by expanding the List
Items section to see the Listltem values. If the User has the LabConfiguration_Edit permission,
then the User will have access to Edit the List Details from this page; by selecting the Edit text
then the User will be directed to the Edit List page. An expandable section is also available to
show Audit details.
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&ASCICORD = Home / Lists / ListDewils @ Q 88 @

. . Edi Dele
@ scicord Testadming List Details

Name Analysis List
Description Analysis List
@ Dashboard Data Type string
t Management
iCord Applications
List Items

dminist...

B ExporttoExcel D Reset
BB Reports, Templa List Item Value '

Laboratories Configus

Appearance
Assay

Bacterial Endotoxin
gioburden

Color test

Density

Dissolved Oxygen
DsC

Headspace Oxygen

Maisture

List: Edit

The Edit Action is available to a User with the LabConfiguration_Edit permission and allows the
User to Edit the Details of an already created List. From this view, the user may also ‘Create
new Listltems’ from this page. An expandable section is also available to show Audit details.

. H Lists / EditL o O -
DataType
tring
List Items
B Exportt | "D Reset add [ |
pla
Bl Laboratories Configura... ~ alue
¥
= 0500
= 0601,
= 19021
i o
Audit
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List: Delete

A User with the LabConfiguration_Edit permission can Delete any List that has already been
created. By selecting the Delete Action, a dialog will appear asking “Are you sure you wan tot
delete selected List(s).” Once the user selects the “Yes, delete it!” the action will direct to the
List Index page and the List will no longer exist on the Index.

Are you sure you want to
delete selected List(s)?

[ChemicalinventoryList]

Note: If List has any List Items, they also will be deleted
permanently.

List: Values

A user can access the Listltems Index of the associated List by selecting the ‘Value’ Action. All
Listltems that are associated with the List name will be included in the ‘Values’. Shown below
are List Values for ChemicallnventoryList:

List Items for List 'ChemicallnventoryList'
B oporttotxcel D Reset
Acti  ListName " value *
v
= ChemicalinventoryList 2-Propanal
= Chemicalinventorylist Acetic Acid
= Chemicallnventorylist Acetone
= Chemicalinventorylist Acetaritrile
= chemicalinventorylist Ammenium acetate
= ChemicallnventoryList Benzalkonium Chioride
= ChemicalinventoryList Benzoic Acid
= ChemicalinventoryList Dimethyl Sulfonde
= chemicalinventorytist Ethanol Absolute
= chemicalinventorytist Formic Acid
= chemicallnventoryList Hypromellose
= chemicalinventorytist Manaitol
= ChemicalinventoryList Methanol
= chemicalinventorytist N, N, Dimethylformamice
= chemiealinventorytist Ricinoleic Acid
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Listltems

The Listltems section of the Laboratories Configuration is available to Users with the
LabConfiguration_View or the LabConfiguration_Edit permissions. Typically, the Laboratories
Configuration permissions are granted to the Template Developer and Administrator.

Listltems are the specific components of the List (‘Listitems’ would be ‘NC’, ‘CA’, or ‘GA’; and
the ‘List’ would be ‘Locations’).

Listitem Index

The user can access the List Item Index by selecting Listltems on the SciCord Portal Homepage.
The user is provided information on the List Name, Value, and may view the Details, Edit, or
Delete the List Item.

<« SCICORD = Home o a = ®

List Items

Create a New Listltem

The User with the LabConfiguration_Edit permission can select the blue-highlight button
‘Create New Listltem’ text and create a List Item. Using the drop-list, the User can select a pre-
existing List Name that the List Item will be associated with. In the Value field, the user will
record the name of the specific List Item to be created. Once the user selects the Create button
the User will be directed to the Edit Listltems page.

=« SCICORD - e t ttem ate List 0 a = @

Create List Item
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Listltem: Details

If a User selects the Details Action, they will be directed to the Listltem Details page. The User
with the LabConfiguration_View permission will only be able to ‘view’ the Details, while the
User with the LabConfiguration_Edit permission will be able to ‘Edit’ the Details (blue-highlight
‘Edit’ text) as witnessed in the below image.

List Item Details

Home / ListItems / ListItem Details

List Name Analysis List Value Appearance

0o a = o

# Edit W Delete

Audit

Listitem: Edit

By selecting the Edit Action, the User can Edit the Listltem value only. Remember to select the
‘Save’ button after every change is made. Only a User with the LabConfiguration_Edit
permission may utilize this function. An expandable section is also available to show Audit

details.

& SCICORD

@ scicord Testadminn Edit List Item

List Name

Analysis List

Home / Listitems / Edit List ltem

Value

Appearance

0 Q = ®

@ Details W Delete

Audit
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Listltem: Delete

By selecting the Delete Action, the User will be directed to the Delete Listltem page which will
show the Details of the associated Listltem to be deleted. After the User verifies that the List
Item is to be deleted the User will select the ‘Delete’ button. The User will be directed to the
List Item Index and the List Item will no longer be available.

Are you sure you want to
delete selected List Item(s)?
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SampleType

The SampleType section of the Laboratories Configuration is available to Users with the
LabConfiguration_View or the LabConfiguration_Edit permissions. Typically, the Laboratories
Configuration permissions are granted to the Template Developer and Administrator.

When a Sample is initially created in the SciCord Client the User bases the Sample on a
configurable SampleType (e.g., Asset, Batch Release, Chemical, MDI Fill, etc.) that is created in
the SciCord Portal.

SampleType Index

The SampleType section of the Laboratories Configuration is available to Users with the
LabConfiguration_View or the LabConfiguration_Edit permissions. The Users accessibility in the
SampleType section is dependent upon their permissions. Typically, the Laboratories
Configuration permissions are granted to the Template Developer and Administrator.

The SampleType Index allows the User to view the registered SampleTypes. Using the Index, a
User may Create New SampleTypes, view the SampleType Details, Edit, Delete, Restrictions,
Samples Restrictions, SampleType Attributes, or Export.

& SCICORD = Home / SampleTypes @ Q= ©
. SciCord TestAdmin1 Sample Types +Create BsBrport ~ W Delete
B ExporttoExcel D Reset
Actions  Id Description | Classification Description Pattern Initial Sample Status Amount Unit s Active
. T T T T T T Yes No

ABP [Site] [ABP
27 ABP PeerReview Sample ID] InProgress UNITS true
[Collection Date]
=
£ Data
[Product]-[Lot]-

BDS PeerReview nProgress GRAM true

BB Reports, Templates & ... [Manufacture Date]

Chemistry Batch

Laboratories Configura...

Chemistry Batch SelfReview [Project] [Target] nProgress PERC_V_V true
[Batch]
= 17 clb Lot SelfReview CLD Lot [Project] nProgress UNITS true

- [Client ID] [Name]
= 7 Client PeerReview nProgress UNITS true
[External ID]

[Client ID] [Name]

24 Client/QC PeerReview nProgress UNITS true
[Client Lot]
— Demo [Project]
s ypes = 5 Demo SelfReview nProgress PERC_V_V true
[Batch]
& semple Types = 9 Demo Formulation SelfReview fLot] nPrograss UNITS true
® Co 3 —
T configurations = 12 Demoa Product SelfReview fLot] nProgress UNITS true
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Create a New SampleType

The User must have the LabConfiguration_Edit permission to Create a New SampleType. The
Description will be the name of the SampleType in the Client when the User is creating a new
sample; the Classification will either be SelfReview, PeerReview, or PeerReviewApprove and will
determine the Review Classification when initially created; the Description Pattern is the format
in which the Sample will be named after its creation; Initial Sample Status can either be Created
or InProgress; the User may choose a Unit; and the User may select the Is Active flag.

& SCICORD = Home / Sample Types / Create Sample Type 0 Q = @

Create Sample Type

Description Classification
SelfReview

Description Pattern

Append attribute...

Initial Sample Status Amount Unit
Created | | uNITS Units)

Is Active

Create New Config Attribute.

B wust Config Attributes

£ sample Types -~ Select Config Attributes

& sample Types
[ Create & Continue

Append Attribute button will open a dialog with a drop list menu selections.

Attribute Placeholder Selection ~

Attributes

Append

The Config Attributes section located in the lower section the page will contain a drop list of
selections, and the user may Create New Config Attributes to associate to the Sample Type
being created.
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SampleType: Details

The Details Actions allows the User to view-only the SampleType Details. The User must have
either the LabConfiguration_View or the LabConfiguration_Edit permission to access the
SampleType Details page. An expandable Audit detail section is available.

a SCICORD

Sample Type Details

#Edt WRestictions @ Sample Restrctions & Export

false

Audit

SampleType: Edit

The User must have the LabConfiguration_Edit permission to access the Edit SampleType page.
On this page the User can update the Description, Classification, Description Pattern, Initial
Sample Status, Amount Unit, and Is Active flag. The Description Pattern is the format for the
Name of the Created Sample in the SciCord Client. The Initial Sample Status (Created or In
Progress) will be applied to the Sample at its creation.
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Home / SampleTypes / EditSampleType @ Q H &

Classification

nnnnnnnnnn

Append Attribute button will open a dialog for Attribute Placeholder Selection for attributes
related to the Sample Type.

Attribute Placeholder Selection

Attributes

SampleType: Delete

A User with the LabConfiguration_Edit permission may delete any SampleType from the
SampleType Index. By selecting the Delete Action the User will be asked to confirm that the
corresponding SampleType is the correct SampleType to delete. Once the Delete button is
selected the User will be directed to the SampleType Index and the SampleType will no longer
exist in the Index.
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@ SCICORD = Home / Sample Types o a = ®

Are you sure you want to
delete selected Sample
Type(s)?

SampleType: Restrictions

A User with the LabConfiguration_Edit permission may add SampleType Restrictions any
SampleType from the SampleType Index. Selecting the Restrictions Action will open a dialog
showing the SampleType, Description, Actions (drop list with values) and Required Claims (any
of). An expandable Restrictions section reveals an Export to Excel button and a Reset button.
‘Export’ will list all Sample Type Restrictions available in the system. Restrictions section is
divided into Actions, Restricted Action, Requirements, and Disabled.

ASCICORD = Wame / Sample Types / sample ypeResticions @ Q@
Sample Type Restrictions

Sample Type
Id: 22 Description: Study Interval

Actions + Required Claims (any of) Select a Clai Add

Restrictions

Search
Bi ExporttoE view

Update

Actions Requirements Disabled

T Yes No

No data was found

« . No items to display &

SampleType: Sample Restrictions

A User with the LabConfiguration_Edit permission may add Sample by Sample Type Restrictions
from the SampleType Restrictions Index.
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& SCICORD = Home / Sample Types [: ] Q " -
= v 5
Sample Types +Create Bobrport - Wl Delete
Export to Excel ‘D Reset
Actions I Description ' Classification Description Pattern  Initial Sample Status Amount Unit s Adiive
- T A A\ A\ 4 T T Yes No
— . RM [Project]
= 18 Raw Material PeerReview N nProgress UNITS true
[Manufacturer] [Lot]
Config Attributes
& Config Atiibute 1 SampleTypeA SelfReview InProgress UNITS true
M usts SampleTyped SelfReview nProgress UNITS true
sampleTypeC SelfReview nProgress UNITS true
S ypes Seed Sample SelfReview Created UNITS true
& sample Types Stable Pool SelfReview Stable Pool [Project]  InProgress UNITS true
&8 Configurations [Study ID] [Product]
— [Lot] [Condition]
= 31 Study Condition PeerReview nProgress UNITS true

[Packaging]
[Orientation]

Configurati

The Sample by Sample Type Restrictions page displays the Sample Type ID, Description, Actions
drop list, Required Claims (any of). An expandable Restrictions section reveals an Export to
Excel button and a Reset button. ‘Export’ will list all Sample by Sample Type Restrictions
available in the system. Restrictions section is divided into Actions, Restricted Action,
Requirements, and Disabled.

= SCICORD = Home / Sample Types ample by Sample Type restrictions o a =

Sample by Sample Type Restrictions

Sample Type
i1 Description: sampleTypes

o R — [
Restrictions

Mo dats was foun

SampleType: Attributes

A User must have either the LabConfiguration_View or LabConfiguration_Edit permission to
access the Attributes action. By selecting the Attributes action the User is directed to the
SampleTypeConfigAttribute Index for SampleType XXXXX’, where ‘X’ is the corresponding
SampleType selected in the SampleType Index. The User with the LabConfiguration_View
permission may view the Attributes and their details but cannot make any updates. Please see
SampleTypeConfigAttribute section of the User Guide for further information.
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= Home / Sample Types / Create List Item 0 a = ¢

Sample Type Config Attributes for SampleType ‘Study Interval’

Export to Excel  'D Reset

Actions  Config Attribute List Name nclude in Description 15 Required Is Updatable Restricted To List Include in Clone
A T Yes Neo Yes Neo Yes No Yes No Yes No
= Client ClientList true false true false true
= Compliance Level ComplianceLevellist true false true false true
Data @ Details * -
, dition true true false false true
# Edit
Reports, Templat ¥ Dete val true true false false true
Laboratories Configura... = Lot true true false false true
L4 Analyses = Orientation true false true false true
= Packaging PackagingList true false true false true
= Packaging ID PackagingList true false true false true
= Product ProductList true false true false true
= Product ID ProductList true false true false true
= Project ProjectList true false true false true
= Protocol ProtocolList true true false false true
& sample Types
= Pull Date true false true false true
3 configurations _
= Set Date true false true false true
Configuration Vi _ . .
= Study Description true false true false true
B samole Tune Confio At Sy 1IN trio tria falea falca trio

Configurations

The SampleType Configuration section of the SciCord Portal is accessible to those Users with
the LabConfiguration_View or LabConfiguration_Edit permission. The SampleType
Configuration Index allows the User to view all the registered SampleType Configurations. It
lists who created the Configuration, and when it was last modified and by who. A User that has
the LabConfiguration_Edit permission may ‘Create New SampleType Configuration’ or Edit any
of the SampleType Configurations already registered.

@ SCICORD = Home / Configurations o a = o
@ scco restamins Sample Type Configurations

Export to Excel "D Reset

@ Dashboard Actions Description Filename Created By Last Modified * Modified By
© Account Management v v v 2 v v
ord Applications
— Raw Materials Sample Type
= Raw Material Sample Cenfiguration David Strauss 26-Aug-2021 11:41 David Strauss
with Release Status
L] Test Import cClient-id7-Configuration Paolo Matrascia 02-Aug-2021 18:11 Paolo Matrascia
= Test Import CLD_Lot-id17-Configuration Paolo Matrascia 02-Aug-2021 18:11 Paolo Matrascia
BB Reports, Temp P - 9 g v
. = Test Import client/QC-id24-Configuration Paclo Matrascia 02-Aug-2021 18:11 Paolo Matrascia
Laboratories Configura...
= Raw Material Sample faterial Sample Configurat David st 12-0ul-2021 12:56 David st
. yses = Raw Material Sample Configuration awvid Strauss 2-Jul-2: 3! E rauss
L4 Analyses Configuration na P 9 - = !
= Enzyme Enzyme SampleType David Strauss 22-Jun-2021 14:06 David Strauss
@ Details *
o ichnes frozen host cells Frozen Host Cells Sample Type Nicholas Webb 03-Jun-2021 13:42 Nicholas Webb
= host cells child Host Cells Child Sample Type Nicholas Webb 02-Jun-2021 15:25 Nicholas Webb
M List items = thawed Thawed Host Cells sample Type Nicholas Webb 02-Jun-2021 15225 Nichelas Webb
€ sample Types N = RCB Plasmid Sample Type Nicholas Webb 28-May-2021 19:19 Nicholas Webb
= RCE Thawed Host Cells Sample Type Nicholas Webb 28-May-2021 18:19 Nicholas Webb
& Sample Types
= Raw Material Sample Raw Material 5. le Confi i David Str 21-May-2021 19:11 David St
5 = aw Material Sample Configuration avid strauss -May- : avid Strauss
&5 configurations e p g Y-
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Users with the LabConfiguration_View can view the Sample Type configuration Details page.
This is a view only page containing Description, Notes, Configuration File, and an expandable
section to show Audit information. There is a button to navigate to Edit or Download Config
File.

Phyllis Sheets (sheetsp@aol.com) is signed in

»Sorcuro - Home / Configurations / Sample Type Configuration Details 0 Q = ®

Sample Type Configuration Details

Description
Enzyme

Notes

Configuration File

1891 - Enzyme SampleType

Audit

Timestamp: 22-Jun-2021 14:06:39 +00:00 Updated Timestamp: 22-Jun-2021 14:06:39 +00:00

Created By: David Strauss <David Strauss@scicord.com> Updated By: David Strauss <David Strauss@scicord.com>

X configurations

Config Verification

By utilizing the SampleType Configuration Verification the User can verify the Sample Types
without creating any new entity on the database. This function helps to ensure that the
Configuration file is correct prior to loading it onto the Portal.

The User must have the LabConfiguration_Edit permission to access the Config Verification
section. By loading the Configuration file on the Verify SampleType Configuration File screen
and selecting ‘Verify’ the User will be notified of the file’s accuracy.

& SCICORD = Home / Configuration Verification o a um ®

SampleType Configuration Verification

i Note
This page executes the SampleType configuration and verification process but it does net create any new entity on the database.

Configuration File

Choose a file. Allowed file type: xml.

i |
i |
H Drag your files here or click in this area. H
i 1
i I
i |

__________________________________________________________________________________________________
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SampleTypeConfigAttribute

The User must either have the LabConfiguration_View or LabConfiguration_Edit permission to
access the SampleTypeConfigAttribute section of the SciCord Portal. Typically, these
permissions are granted to Administrators or Template Developers.

A SampleTypeConfigAttribute are the specific configurations that a User can make to a
SampleType; they are the unique optional or mandatory criteria that is available to a User to
record when creating or editing a Sample in the SciCord Client.

= Home / Sample Type Config Attributes 0 Q m &

Sample Type Config Attributes

B Export to Excel D Reset

s

ctions  Config Attribute ' List Name nclude in Description Is Required Is Updatable Restricted To List Include in Clone
v T Yes Ne Yes No Yes No Yes No Yes No

ABP sample 1D true true false false true
Attribute SampleTypeList false true false true false

Attribute sampleTypeList false true false true false

Attribute SampleTypeList false true false true false
© Detals ®
# Edit

¥ Deete h true true false false true

h true true false false true

Batch true true false false true
BATCH-S{id) TestsampleTypeList-Sid false true false true false

BATCH2-${id) TestsampleTypeList-§(id false true false false false

Cell Density false true false false true

Cell Line false false true false true

Cell Line false false true false true

Client Clientist true false true false true

Client ClientList true false true false true

Client ID Client ID List true true false true true

Cliant In Chantinvier e tme  fala e

SampleTypeConfigAttribute Index

The SampleTypeConfigAttribute Index allows the User to view all of the registered
SampleTypeConfigAttributes for each specific SampleType. Below is an image of the Index.

Create New SampleTypeConfigAttribute

The User must have the LabConfiguration_Edit permission to be able to Create a
NewSampleTypeConfigAttribute.

From a drop-list the User may choose any registered Config Attribute as well as selecting the
Sample Type that it corresponds to. The User is also able to choose a List Name, but it is not
required. This is valuable when creating or editing a Sample in the SciCord Client because the
User will be able to choose from a predefined List (see List section) rather than manually
recording specific data, although some data — like a serial or model number — should be specific
and manually recorded. The User may also choose whether or not the List is restricted by
selecting the Restrict to List flag. If the Include In Description flag is selected then the
SampleTypeConfigAttribute will appear in the name of the Sample when created in the SciCord
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Client. If the User selects the Is To Be Cloned flag then the Attribute of the cloned Sample in the
SciCord Client would be the same as the original Sample; in some instances, CASRN, Lot
number, ManufacturePull Date, it would not make sense to clone the attribute data as this may
be specific to each Sample. The User may also choose whether the SampleTypeConfigAttribute
Is Required (mandatory) for the Sample Creator to record.

& SCICORD = Home / Sample Type Config Attributes / Create Sample Type Config Attribute 0 Q = ®
@ sccors estaamns Create Sample Type Config Attribute
Sample Type Config Attribute
ard ABP =/ aBPSsample ID
t Management List Name
i Applications
Is Required Is Updatable
tes Administ...
Restrict to List Is to be Cloned
Include in Description Value Template
Laboratories Configura...
£ cConfig Attributes

Action: Details

The Details Action allows a User to view-only the Sample Type Config Attribute Details. From
the Sample Type Config Attribute Details page a User with the LabConfiguration_Edit
permission may navigate to the Edit and/or Delete Sample Type Config Attribute page. An
expandable Audit section is available to show date and timestamp of creation and any
modifications.

& SCICORD = Home / Sample Type Config Attributes / Sample Type Config Attribute Details 0 & a = @
@ sccord Testnamini Sample Type Config Attribute Details
Sample Type ABP Config Attribute ABP Sample ID
o Attribute Format Description
Attribute Format
it Management List Name
d Applications Is Required Is Updatable
i Restrict to List Is to be Cloned
Include in Description Value Template
EB Reports, Templates & .
Audit

Laboratories Configura...

L Analyses
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Action: Edit

Th Edit Sample Type Config Attribute page is accessible only by a User with the LabConfiguration_Edit
permission. The User cannot update the Sample Type or Config Attribute, but they can edit the Attribute
Format with a drop list to select from available formats, List Name drop list, and the Flags: Is Required,
Is Updatable, Restrict To List, Is To Be Cloned, Include in Description, and Value Template.

Home / Sample Type Config Atributes / EditSample Type Config Atrbite @ & Q2 ®

uuuuuuuuu

Action: Delete

Only a User with the LabConfiguration_Edit permission may utilize the Delete Action. Upon selecting the
Delete Action a dialog will appear asking the user to confirm the action. Once deleted, the Sample Type
Config Attribute will no longer appear in the Sample Type Configuration Attribute Index.

Are you sure you want to
delete Sample Type Config
Attribute?

Yes, delete it! Cancel
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Unit

The Unit section of the Laboratories Configuration is available to Users with the
LabConfiguration_View or the LabConfiguration_Edit permissions. Typically, the Laboratories
Configuration permissions are granted to the Template Developer and Administrator

Unit Index

The Unit section allows the User to view all the registered Units. A User with the
LabConfiguration_Edit permission is allowed to view the Details and to Edit, Export, or Delete
the Unit, which can be accessed in the Actions column.

&SCICORD = Home / Units o = a = ®
Units + Creote NewUnit B Export -~ Blimport

B Export to Excel D Resat

Is Active

>
)
El
a

I | 1 1 1 1 1 1
g

Create New Unit

The User with the LabConfiguration_Edit permission may register a new Unit in the SciCord
System by selecting the Create New Unit text on the Unit Index. The User will need to record a
Name and Description, as well as selecting the Is Active checkbox if they choose to do so.

&SCICORD = Home / Units / Create Unit o = a = &
@ scicord Testadmint Create Unit

Name

Description

Create [ Create & Continue

Unit Details

By selecting the Details action, the User can view-only the Unit Details, which include the
Name, Description, and Is Active flag.
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& SCICORD = Home / Units / Unit Details o & a = ®
® Unit Details: 12 - AREA_PERCENT
Name: AREA_PERCENT
@ Dashboard Deseription: Ares %
Is Active:
-] Management
& scicord Applications
Audit

Administ...

B Repors, Tem

Laboratories Configura...

Unit Edit

The Edit Unit page is accessible to a User with the LabConfiguration_Edit permission. The User
can edit the Name, Description, and Is Active flag of an existing Unit. An expandable Audit
section is available.

& SCICORD = Home / Units / Edit Unit 0 & a = ®
@ o [EEROTAN

Name
@ Dashboard AREA_PERCENT

Description

Area %
4
s Active
Audit

System Sequences
The System Sequences Index is available to users with the LabConfiguration_Edit permission. Typically,
this permission is given to the Template Developer and Administrator role.

System Sequences Index contains columns for Actions (Details, Delete), Name, and Current Value.

=] Home / System Sequences 0 & a = @&
~
System Sequences & Reload Daia
Exportto Excel D Reset
Actions Name Current Value
A T
= SEQ_SPECIFICATION_SPECIFICATION_NUM 3
@ peta *
TemplateAPiSequenceTest 92
. .| 1-20f2items  ©

Laboratories Configur:
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System Sequence Details

A Details view of the System Sequence Details page shows: Name, Start Value, Increment,
Current Value, Max Value. An expandable Audit section is shown.

= Home / System Sequences / System Sequence Details 0 = Q nm =

System Sequence Details

Name SEQ_SPECIFICATION __SPECIFICATION_NUM
Start Value 1 Current Value 8
Increment 1

Max Value 2147483647

Audit

Tags

Tags are used to help identify or describe the data its attached to. Tags can be assigned to
documents and data files. Tags Index page contains columns for Actions, Tag name, Is used by
any Experiment?, and Is used by any Data File?. Tag_Delete is assigned to Administrator and
Supervisor roles. Action will show Data Files associated with the Tag.

= SCICORD = Home / Tag e @ a m ®

T Yes Mo Yes No

Geopye false true

BB Reports, Templates & .. ¥

B Laboratories Configura... ~

Tag Details

Details page has buttons for History for Deleted DataFiles, Move, and Delete. The pages
displays columns for: Actions, ID, Folder, File Name, Description, File Type, Source Application,
Source Host, Used, Site, Creation Date, Size (KB), Tags, and Created by. A button to Export to
Excel and Reset are available. A Select Files button is present to upload files from your local
machine, or the user can drop files in the “Drop files here to upload” section.
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& SCICORD

. SciCord Tes

@ Dashboard
Management
ord Applications

Administ...

L samples

Specifications

Data files for tag ‘'modified’

Exportto Excel ‘D Reset
Acti.. 1d Folder File Name
T b4 T
Test file for
= 140 SMP477

modified 2.xlsx

Select files..

Description

v
test descr 2003

1735 modified
1204 1136

File Type

g g

Excel Workbook ~ SciCord Client

Source Applicati...

Files o &=

BacktoTags "D History For Deleted DataFiles | % Move

Home / Q = ®

Source Host Used site Creation Date..  Size (KB) Tag
T Yes No T & T
DESKTOP- 23-Mar-2021
true DefaultSite 192 test
ICBGGSS

»

1-1oflitems O

Drop files here to upload

Specifications are used to help identify Rules, Samples, History, Signatures associated with
Specifications used for laboratory testing. Tags Index page contains columns for Actions, Entity
ID, Version, Name, Manual SpeclID, Description, Product Code, Status, Date, Created by, Last
Modified Date, Last Modified by. The Specifications may be Exported to Excel, Reset (used to

clear filters that may have been set), and a button to Create New Specification. Users with

assigned permissons: SamplelLinkSpecification_Edit is allowed to add or remove Specifications
from a sample. SampleLinkSpecification_View may view details.

Specifications

B Export to Excel

Actions Entity ID

SPC28-1

SPC27-2

SPC27-1

SPC26-1

SPC25-1

SPC24-4

SPC24-3

SPC24-2

SPC24-1

SPC23-1

9 Reset

Version Name

“ir T
1 AT Spec 1 - New Edit
2 Test Specification Jr2
1 Test Specification Jr2
1 at test
1 test
4 Test Spec Uno
3 Test Spec Uno
2 Test Spec Uno
1 Test Spec Uno
1 TEST

test

Manual Spec ID

hd

Man - AT Spec 1
- New Edit

SPC-1
SPC-1

at test

Man Uno
Man Uno
Man Uno

Man Uno

Man 001

Home / Specifications

Description

Des - AT Spec 1 - New Edit

Clone of Test Specification Jr2
Clone of Test Specification Jr2

at test

test

Des Uno
Des Uno
Des Uno

Des Uno

Des 001

= Create New Specification

Product Code

Pro - AT Spec 1 -

New Edit

at test

test

Pro Une

Pro Uno

Pro Uno

Pro Uno

Pro 001

Y

Stat

InPr

Aval

Aval

InPr

InPr

InPr

InPr

Avai

InPr

Aval

System Configuration

The System Config is available to users with the SystemConfig_Management Permission,
typically the Support, Administrator, and Template Developer Roles.
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Environment Configs Index

The Environment Configs Index lists in a tabular format all the Environment Configs registered
in the System. The Index includes the System Category Name, Config Key, Config Value, and
Description. The Actions column contains: Details. The User is also able to ‘Create New
SystemConfig’ from the SystemConfigs Index. Export to Excel, Reset, and Delete button are
present.

&SCICORD = Home / Environment Configs 0 & Q u ®»

. SciCord Testsupport1 Environment Configs + Create New Environment Config Il Delete

Export to Excel "D Reset
@ Dashboard Actions Categery Name © ConfigKey T Config Value Description

hd 14 T T

pplications .

— - The max latency, in milliseconds, accepted for signed URLs
= SciCordSupport AuthorizationTokenMaxLatency 30000 j
ates ACministe i timestamp. Default: 30000 (i.e. 30 seconds)

= 3 Win age (in hours) of erphaned blobs at which they can be
=] scicordsupport globOrphanMinDeletableAgeHours 24 =
deleted. Default: 24,

The max size, in Bytes, of the Attachments set that can be
= scicordsupport BundlerMaxTotalAttachmentsSize 262144000 added to the Bundler zip archive. Dafault: 262144000 Bytes
% (i.e. 250 MBs).

& system Configuration

& Environment Configs

B SciMart The time interval, in seconds, between each

ChromView Javascript setTimeOut multiplier constant.
Default: 3

dcordsuppert ChromViewTimeOutk 3

scicordsuppert ClientAnnouncementsCheckinterva 900 Anneuncements check, Note: 0 means disabled. Default:

W SciMart Objects 900 (i.e. 15 minutes)
@ Support File Managem... The max size, in Bytes, allowed for attachment uploads

= - R from the Client, The value should be <= the value set for
= scicordsupport ClientAttachmentMaxSize 20971520
& system Utilities v the BlobService maxReceivedMessagesize attribute.

Default: -1 (i.e. no limit)
Semicolon () delimited list of unicode (decimal) codes to

sciCordsupport ClientCharacterMapSymbols 176:8226:8734:9702:913:9...
be shown in the *Insert Symbols* Document Editor tool

The time intervel, in milliseconds, between each Client
= scicordsupport ClientConnectivityCheckinterval 5000 connectivity status check. Note: 0 means "disabled”.
Default: 5000 (i.e. one second)

Create New Environment Config

A User with the SystemConfig_Management Permission can access the Create Environment
Config function. The User can record a System Category Name from a drop-list, a Config Key, a
Config Value and Notes. Upon selecting the ‘Create’ button, the User will be directed to the
new Environment Config’ s Edit page, and the Environment Config will be added to the
Environment Configs Index. The Create and Continue button will create the Environment Config
will be created and the Create Environment Config page will refresh.
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& SCICORD = Home / Environment Configs / Create Environment Config o & Q 3
@ scco essupgor Create Environment Config
System Category Name Config Key

@ Dashboard SciCordSupport

Management Config Value Notes

Applicati

Administ...
4 y

B8 system Configuration

L envirenment Configs

Action: Details

By selecting the Details Action link the User is provided a read-only page of the corresponding
Environment Config data — System Category Name, Config Key, Config Value, and Notes. From
the Environment Config Details page the User may navigate to Edit or Delete pages.

= Home / Environment Configs / Environment Config Details o 28 aQ n &
Environment Config Details: 35 LAt (e
System Category Name scicordsupport Config Key AuthorizationTokenMaxLatency
- Description The max latency, in milliseconds, accepted for signed URLs timestamp. Default: 30000 {i.e. 30 seconds)

Config Value 30000

it Management Notes

Applications

Sites Administ...
Audit

Action: Edit

The Edit action directs the User to the Edit Environment Config page, which allows the User to
update the System Category Name, Config Key, Config Value, and Notes. Upon saving, the
application checks for concurrency. If there is a concurrency then the transaction will be
reverted, and the User will receive an error notification. If there is no concurrency then the save
will take place.
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Edit Environment Config

System Category Name
scicordsuppart

Description

The max Iatency, in milliseconds, accepted for signed URLs timestamp. Default: 30000 (i.e. 30 seconds)

Home / Environment Configs / Edit Environment Config

Config Key

AuthorizationTokenMaxLatency

0 & Q um ©»

@ Details [ Delete

Config Value Notes
30000
A
ystem Configuration
B3 environment Configs
Audit

Action: Delete

By selecting the Delete action the User a dialog box will appear asking if the user is sure they
want to Delete. Here, the User will verify the Environment Config to be deleted. Once the User
selects the ‘Delete’ button the System Config will be removed from the SystemConfig Index.

& SCICORD

Home / Environme

Are you sure you want to
delete Environment Config?

[AuthorizationTokenMaxLatency]

Yes, delete it! m
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SciMart

This query tool utilizes your tool of choice (Microsoft Excel®, Microsoft PowerBI®, Tibco
Spotfire®, SaS JMP®, etc.) to query ELN/LIMS data, which may be used to generate Metrics,
Protocol Reports, or perform statistical analysis. A user with SciMartConfig_Management
permission may view an index of SciMart data that are available to the user. The SciMart Index
will include details on the Script, Description, Date of creation, Last Modified date, and Version.

If SciCord Administrators have amended to include additional information, these new SciMart
files may be added using the Select Files button. Once the file is uploaded within the SciCord
Portal the page will refresh and the version number will be updated to the next sequential
number.

Export to Excel, Reset buttons are present. Upload Preferences button will open a dialog box to
select Placeholders. The user may select files to upload, or they may drop files to be uploaded.

= SCICORD = Home / SciMart 0 & Q H o

B ExporttoExcel D Reset
@ Dashboard Actions Script Description pate ' Last Modified Version
lanagement T T =S 2 a8 T T

® scicerd Applications
Envirom ental_AllTests 17-Feb-2021 10:01 07-Jan-2022 12:10 1

ReferenceStandard 16-Jun-2021 11:13 16-Jun-2021 12:49 1
Equipment 16-Jun-2021 12:49 16-Jun-2021 12:49 1

Resource 18-Jun-2021 08:45 01-Feb-2022 11:51

Generic, - AllTests 07-Jan-2022 09:00 01-Feb-2022 11:51

n 1-5of5items O

Select files... Drop files here to upload

3 Environment Configs

B sciMart

SciMart Objects

This index is accessible to anyone that has SciMart Administrator permission. A query tool in index form
to access objects held within SciMart. Each column can be filtered in ascending or descending order. The
columns available: Name, Type, Created At, Last Modified. An Actions column to View Data for each
object and an Export to Excel, Reset, and Upload Preferences.
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Index View

& SCICORD = Home / SciMartObjects @ & Q 2 ®
. SciCord Testsupport SciMart Objects
Exportto Excel D Reset
@ Dashboard Actions Name T Type Created At Last Modified
© Account Management = _RESOURCE_INVENTORY View 26-Jan-2021 08:55 05-Oct-202107:14
Applications = _SAMPLE_INVENTORY View 26-Jan-2021 08:55 29-5ep-2021 0653
Administ... = _SAMPLE_INVENTORY_REQUESTS View 26-Jan-2021 08:55 16-Jul-2021 11:49
= AllTests Table 15-Feb-2021 10:33 17-1an-2022 16:26
= AllTests_Stacked Table 15-Feb-2021 10:37 15-Feb-2021 10:37
= BOD view 07-1an-2022 12:10 07-Jan-2022 12:10
= DataQualifier View 07-1an-2022 12:10 07-J2n-2022 12:10
&8 system Configuration
= Enviromental AllTests Stacked View 07-Jan-2022 12:10 07-Jan-2022 12:10
0§ Environment Configs
= Enviromental_Sample View 07-1an-2022 12:10 07-J2n-2022 12:10
I sciMart _
= Environmental_AllTests View 17-Feb-2021 10:01 07-Jan-2022 12:10
BB SciMart Objects =
= Equipment View 16-1un-2021 12:49 23-Jun-2021 08:45
e = Generic_AllTests Ve 01-Feb-2022 11:51 01-Feb-2022 11:51
v = Generic_Sample View 01-Feb-2022 11:51 01-Feb-2022 11:51
= PC_Titrate View 07-Jan-2022 12:10 07-Jan-2022 12:10
= Reference Standard view 16-Jun-2021 12:49 16-Jun-2021 12:49
= Resource View 01-Feb-2022 11:51 01-Feb-2022 11:51
4 SCICORD = Home / Scimart Objects / SciMart Object Dat 0 2 a m @

_RESOURCE_INVENTORY

B Export to Excel

RE: MOUNTUNIT  CURRS CURRENT_LOCATL..  POSITION X POSITION. Y
nol

REFT Chemical 4 mL

0991

10409-1 Ichror
REF1081 Chemical A1 lehnos 10405 1 it

Host Cells 1 Batd

Batd
1 mL o o

0 0
it
1 unit Location 1 fLocation 1 0 o
ts
Units 0 0

Support File Management

An index that contains support files for the SciCord Portal and the SciCord Client. The Support File
Management is available to users with the SystemConfig_Management Permission, typically the
Support, Administrator, and Template Developer Roles.

The Index Columns are for Actions, File Name, Description, File Type, Support File Type, Size (KB), Last
Modified, and Last Modified by. Actions are Download or Delete. Buttons are: Upload Support File,
Delete, Export to Excel, and Reset.
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= Home / SupportfileManagement © & Q & ®

Support File

B exporttobxcel D Reset

Actions  File Name Description File Type Support File Type Size (KB Last Modified Last Modified by

Cord Applications

ication/x-
SciprinterClient.Release. . T SciPrinter Client Installer 2,800 03-Feb-2022 14:38 Paolo Matrascia
msdownload

Scirinter Client
=~ finterClient.exe.con.. application/xml| 12 12-Aug-2021 11:33 SciCord Support
Configuration

—_— SciC
= UserGuide Portal 5725 25-Mar-2021 08:17 SciCord TestAdmint
B Laboratories Conf Portal.docx
. — Scicord User Guide - Adobe Portable
B8 system Configuration = i UserGuiide Client 4570 25-Mar-2021 08:16 SciCord Testadmin1
Client pdf Document Format

-] Utilities

System Utilities

Health Check
A system check for Storage and Services is available in the operating environment. This is available to
users with HealthCheck_View permission and Administrator Role.

& SCICORD = Home / HealthCheck @ & Q 2 ®
SciCord Health Check
Sql Database and Blob Storage Public Web Services
Sql Database Authentication Service

DataMart (SciMart) Data File Service

Blob Storage Sample Service

Internal Services

Bundler Service

HtmIToPdf Service

guration

£ system Utilities

Integration Services

SciCord Hub@SciCord
SciCord Hub@Auroncscicord
SciCord Hub@Local

SciCord Hub@Neva-ELN
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Sanity Check
Utilizes a basic check to quickly evaluate whether a claim or result can be true. This page allows a user
with SanityCheck_View permission and Administrator role to perform Sanity Checks. There are tabs

with filterable columns for each of the following: Orphan, SubSamples, Users, Template Keys broken,
Template Keys mismatched, Sample Attributes ‘untrimmed’, Duplicated Resources, Aliquot Inventory

‘Multiple Units'. Buttons to Run a query or Export to Excel are present.

& SCICORD = Home / Sanity Check o = q

. SciCord Testsupportl Sanity Check

Blob Orphan Sub-Samples Users Template Keys broken Template Keys mismatched Sample Attributes 'untrimmed'  Duplicated Resources  Aliquot Inventory ‘multiple Units'

@ Dashboard Blobs not used by the system 8 Run

t Management
Export to Excel

plications

Name ' Type Timestamp Created by glob Id
tes Administ...

No data was found

. n o[ N items to display

5 system Configuration

£ system utilities

Usage Stats

This page allows the user with UsageStats_View permission and Administrator role to manage and
create reports indicating the number of Documents, Samples, DataFiles, and Active Users. The amount
of Storage used is displayed, and an index of Table Sizes is available. Buttons for Export to Excel and
Reset. Each column in the Tables Sizes index is filterable.
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& SCICORD = Home / Usage Stats 0 = Q = ®

Usage Stats

Total number of Storage size

Documents 1098 Azure Blob 11068
Samples 10481 Database 364168
DataFiles 1180

Active Users 53

Table Sizes

Export to Excel D Reset

schema Table Row Counts Total Space (M8} Unused Space (M) Used space (M)
T T A T Y T
ab_audit SQLAuditLogData 667419 238 1 237
ab_audit SQLAuditLogTransaction 41999 27 1 26
b_scicord ACTICN_REQUIREMENT 0 0 0 0
ab_scicord ALiQuoT 310 0 0 0
ab_scicord ALIQUOT_INVENTORY_TRANSA.. 0 0 0 0
ab_scicord ANALYSIS 22 0 0 0
ab_scicord ATTACHMENT 10 0 0 0

Blob Storage Management

The Binary Large Object (BLOB) Storage Management page allows a user with SystemCategory_Support
permission and an Administrator role to view and create reports for BLOB on current storage, List
Orphan BLOBS on configured current storage and Database, Copy BLOBS between different storage
accounts. Each tab contains buttons for Export to Excel and Reset.

& SCICORD = Home / Blob Storage Management e & Q = »

Blob Storage Management

E List Blobs on configured current storage E List orphan Blobs on configured current storage and E Copy Blobs between different storage accounts
Database

Clear the Application Cache
This link will allow the user with an Administrator role to clear the cache.

&SCICORD = Home / Clear the Application Cache e = Q = ®»

Cache Cleared

+ The application cache has been cleared.
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Documents Bundles Recovery

Upon selecting the Documents Bundles Recovery text in the System Utilities section of the
SciCord Portal Homepage, the User is brought to a Pending Document Bundles Index. This index
includes all the Document Bundles that were not generated. The User may select the ‘Force
regeneration’ action, which will force the Document Bundle to be generated regardless of the
previous issue that caused it to not be generated (this may take several minutes before
completing).

After the Document Bundle has been generated it is no longer considered part of the Pending
Document Bundles and is therefore removed from the Pending Document Bundles Index. After
the User selects the ‘Force regeneration’ action, the document bundle will be generated, and
blue-highlight text (Bundles for document ‘DOCXXXX’ generated successfully) underneath the
Pending Document Bundles title will appear and allow the User to be directed to the Document
Details page.

The Document Details page allows the User to view the Document Details and to Download
various versions of the Document (Excel, PDF, Document Bundle), Audit records, View
signatures, or Generate a public link.

& SCICORD = Home / Document Bundles Recovery 0o = a =
@ scicord essupports Pending Documents Bundles £ Force Regeneration

B Export to Excel D Reset
@ Dashboard Name Description Type Status Last Update Author
t Management v v v v B r v

ord Applications
Ne data was found

ites Administ...

s, Templates & .

Laboratories Configura...

Samples Bundles Recovery
See Document Bundles Recovery section above for same functionality that is applied to Sample
Bundles Recovery.

& SCICORD = Home / Sample Bundles Recovery e = q
@ sccord restsupport Pending Samples Bundles D oppevarston

Export to Excel "D Reset

@ pashboard Name Description Type Status Date Created by Review Classifica... Last Madified by

a1
“«
Bl

t Management T T T T T T

No data was found

n No items to display =~ ©
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File Hash Checker

The purpose of the File Hash Checker is to prove to the User that no changes (any tampering) to
the document. The Check File Hash verifies that the file being checked and that the Hash file
match. The Check File Hash page allows the User to select a Document Bundle to be checked
and a Hash File to check against. If no Hash File is accessible, the User may manually record a
‘Hash manual entry’ for the Document Bundle/File to be checked against. By selecting the
‘Verify’ button a text will be provided that states, ‘Hash verification succeeded’, if the
Document Bundle is verified against the Hash File. If the Document Bundle cannot be verified
against the Hash file then an error alert will appear stating, ‘Hash Verification failed’.

A SCICORD = Home / FileHashChecker @ & Q 88 @

. SciCord Testsupport1 Check File Hash
Verify file hash (fingerprint)

File to be checked

Choose file Browse
File containing the hash

Choose file Browse

Hash manual entry

08 Verify

RSA CryptoService Utils
This link allows an administrative user to click a link to “Generate a new key pair.” The RSA private key is
used to generate a digital signature, the public RSA key is used to verify digital signatures.

a]
o
¥

= Home / RSA CryptoService utils (]

Administrative Support Panel - RSA CryptoService utils

agement

.y
J(¢)

Administ...

Click to generate new RSA key pair.

% Generate

BB Reports, Templates & ...

LoginSignedURL Util

This page is used to generate an authenticated, time restricted URL link that will be emailed to a user.

Page 102 of 115



= SciCord ELN/LIMS Portal User Guide Beryllium R2.1.
&aSCICORD |™ sep29,2022

a&SCICORD = Home / LoginSignedurl Util

LoginSignedUrl Util

Use this page to generate 2 Signed Login Url that authenticates and redirects the current user to the target resource specified by "Relative Url® form field

shboard Url time validity is defined by “LoginSignedUriTimeValidity” SystemConfig entry:

Login Url

Relative Url of Portal’s Target Page

/Home

Reports, Tem

Signed Login Url

Signed Login Url that redirects the user to the target resource

Manage.

o

& sign
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SciChrom View

The SciChrom viewer can be used to view Chromatography data online on any computer, without
requiring any software program such as Empower. Chrome and Firefox are fully supported, while Edge
can be used but some features will not be supported.

Launching the SciChrom Viewer

The viewer can be accessed from the client by using a SciChrom enabled template (such as A&RC) to
load data from Empower and clicking the "Launch SciChrom" button. The button's position and label
may vary with the template.

e The report can also be accessed directly from the portal in the attachment’s sections of the
document.
e The data must have been imported from Empower and can only have one sequence.
e SciChrom only allows one channel to be selected per report as well.

Data from Empower is packaged by SciChrom before being made available to the Viewer. Data from
other sources could be accepted if it is repackaged to follow the same format.

Only a subset of Empower baselines are accepted:

Peak Type Description Expected Letter
Code
Baseline to simple straight line denoting the bottom of the peak BB
Baseline
Baseline to Valley |simple baseline to valley baseline, which includes a vertical offset to lower BV
the bottom of the peak

Valley to Valley valley on both sides, with a vertical offset on either side 'A%
Valley to Baseline valley baseline to simple baseline VB
Tangent/Skim Separates two peaks that are stacked vertically, such as if the tailing of TT

one peak runs into another peak

If any other baseline types (such as Gaussian) are given, they will be drawn as BB peaks and a warning
alert will be given.

There is no known limit to the number of injections and datapoints the Viewer can handle. However,

injections with many datapoints may be slow to load and having many injections active at once will slow
down zoom and pan behavior.
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Examples of how various baselines are represented:

Injection Baselines | Main g

1%}
@ 1369-5td 100% LI )
© 1366-Sys Prec Check @ ©

0.0005
Peak 1(Ser) is BB, Peak 2 (Arg) is BV, Peak 3 (Gly) is VB
Peak 1(Pro) is VV
00 ] =4
00022 Injection Baselines | Main 1381-Expt 3 p4 %
@ 1381-Expt 3 p4 ®e Peak Pro
Q 1366-Sys Prec Check Q0 Type VY
R.T. 5.80083
0.0020 Range 5.758 - 5.933
Area (uV*sec) | 39711.18327
0.0018

Ty (arb iary units)
ES

Thtens

=

njection Baselines

@ 3343-Sys Suit @

rary units)

%ﬁ 0001
2
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The original peak has the top skimmed off with a second TT baseline

Loading Injections in SciChrom
The injections table is displayed when
clicking the "Select Injections" button
on the left side of the webpage. It has
3 columns, "Injection”, "Ref.", and
"Warn".

e Clicking on a row will load the
injection as the main injection

¥V Select Injections

Remove Empty |I1]EE1:IOI15

12297-Diluent 60meg/mL EDTA wash

(replacing the previous one
shown in the chart)
Ctrl-Clicking on a row will load
the injection as a secondary
injection, adding it to the chart
without replacing existing
injections.

e Ifanew main

12300-Diluent 60meg/mL EDTA wash
12303-Diluent 60meg/mL EDTA wash
12306-Diluent 60mcg/mL EDTA wash
12309-Diluent 60mcg/mL EDTA wash
12312-Diluent 60mcg/mL EDTA wash

ANDAL Ml + 0 L 1 CZWTA L

D OO0 0000

injection is selected,
secondary injections added by the Ctrl-Click will be removed
Clicking on the button in the "Ref." column will cause it to change from a grey X to a blue
check. The injection will be added as a secondary injection, if it is not already present in the
chart.
e If a new main injection is selected, secondary injections with a blue check
in the "Ref." column will be kept.
If there is a warning when the injection is loaded, such as for invalid peaks or an empty
dataset, a red exclamation icon will appear in this column. Clicking it will show a popup
message describing the warning.
e Ifthe injection does not contain any data points, the name of the injection
will also include the "[EMPTY]" tag. These injections can't be selected as
Ref. Injections or CTRL-clicked to load as secondary injections
e If the first injection is empty, the page will select the next non-empty
injection when it is initially opened.
Empty injections are initially removed when the page is loaded. If any empty injections are
present, a "Remove Empty Injections" toggle will be present above the table which can be
used to restore them.

Each time a new injection is selected (either as a main injection or secondary), the data is downloaded
from the SciChrom database. The data is stored locally so that it can be quickly retrieved if the injection
needs to be reloaded.
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Sequence: SciChrom_Filter_Val_C
Channel: 2487Channel 1
Main Injection: 3341-Test Inj

JUndo £ Reset Chart

22 injections are stored locally. [ NMpEI =N @rTa 1

L] jecti
e e Injections are stored on your

computer when they are first
] downloaded. If the old data is
Diection Eadline no longer valid or is not
@  3341-Test Inj (2487Channel 1) @ displaying correctly and you
want to clear this cache, dick
the reset data cache button.
Most browsers only allow
5MB of local storage, so only
the first ~10 injections will be

retained when the page is

refreshed.

rary units)

0.4

e The top left corner includes a message that says "X injections are stored locally." to indicate
how many injections have been downloaded.

e The local storage can be reset by clicking the "Reset Data Cache" button
e Hovering the mouse over this message or the "Reset Data Cache" button
will show a tooltip explaining how it works (see picture)

e The local storage will be retained if the browser is refreshed or closed, so injection data will
not need to be downloaded repeatedly. However, some browsers have a local storage data-
cap, so only a finite number of injections may be retained on a refresh

e This limit will not impact the number of injections that can be stored in
onhe session

Zoom/Pan controls in SciChrom

The chart can be panned by left clicking and holding anywhere in the chart and moving the mouse.

The chart can be zoomed by scrolling up or down on the scroll wheel, or by using a pinch to zoom
gesture on touchscreens.

Ctrl-Clicking and dragging the mouse (or clicking down on the scroll wheel/middle mouse button and
dragging) will create a zoom-box that will define the new pan and zoom of the chart.

o If the zoom-box does not match the aspect-ratio of the original chart, the injection lines
will be vertically stretched to fill the space. This can be used to enlarge small peaks.

Drawing the rectangle:
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Retention Time (minutes)

Sep 29, 2022
Injection Baselines| Main 1369-Std 100% = ¢§
e | (@13695td100% @ @ Peak AMQ g
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Chart's zoom after using zoom-rectangle:
The peaks are all vertically stretched now - most noticeable in the fourth (unlabeled) peak.
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Options Panel in SciChrom

Hovering the mouse over the gear icon in the top left
corner of the chart will show a panel with several
buttons. This panel is also accessible by right-clicking
anywhere in the chart. Most of the buttons will show
a tooltip when hovering over them to provide a quick
explanation of what they do.

1. Print Report: Create a printer-friendly version of
the chromatogram. It can be used to create a
local PDF printout, or to finalize the printed
report that will be attached to the SciCord report
and made available in the original document.

2. Reset Chart: Reset the zoom, focus, X/Y position
of the chart

3. Reset Focus: Reset Focus to 100% (original
vertical scale)

Print Report
Reset Chart
Reset Focus

Configure Columns

Toggle whether holding CTRL Screenshot
while dragging the mouse o Crosshairs
will pan the chart or create
the zoom box. Holding the D CTRL Pan
mouse without CTRL pressed —
will perform the opposite
action. o Discard Missing

Hide Secondary
Injections

Stacked View

4. Configure Columns: Hide/Show columns in the peak table and set number of decimals
e Current choices are stored in a cookie and retained on refresh

e The screenshot below shows the column dialog that appears when the

button is pressed. The visible values are the defaults.

5. Screenshot: Take a screenshot m
of the chart, as it is currently Peak Name L
configured. = @

. . _Retention Time (min)| @

6. Crosshairs: Hides or shows the ¢

R @ Start (min) (]
crosshairs ¢ End (min) ]
e Current choice is Tailing Factor L)
stored in a cookie USP Resolution o
. USP Plate Count (x]
and retained on
EP Plate Count (%]
refreSh JP Plate Count (]

7. CTRL-Pan: Toggle Whether EP Resolution [x]
holding CTRL while dragging JP Resolution e
the mouse will pan the chart signal e Neise e

Area (UV*sec) (]
or create the zoom box. ,
. K % Area (]
Holding the mouse without — 5w
CTRL pressed will perform the

T=CToTTS 2

Hide/Show columns in the
peak table and set number of
decimals

TOTET oAy

& REsel Udla Talhie

Focus %: 100

o

Print Report
Reset Chart

Reset Focus

Configure Columns

Screenshot
O Crosshairs
@ crrLPan

Show RT

c Discard Missing

Hide Secondary
Injections

Stacked View

opposite action.

8. Show RT: Toggle the Retention time being shown in the chart next to the peak names.
e Current choice is stored in a cookie and retained on refresh
9. Discard Missing: Discard peaks with a "Missing" peak type, typically peaks that are specified
in the processing method but are not populated for a particular injection.

e Current choice is stored in a cookie and retained on refresh
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10. Hide Secondary Injections: Hide all secondary injections currently loaded in the

chromatogram.
e Toggle only appears if the chromatogram actually has secondary injections
loaded

11. Stacked View: Secondary injections are normally overlayed directly on the primary injection.
In Stacked View, secondary injections have an offest applied. The offset can be altered using
the arrows.

o If the toggle is enabled, the secondary injections are given an offset to
separate them out from the main injection and each other
e Four arrows are available below the button to change this offset by
moving the secondary injections up, down, left, or right.
e The current choice (Stacked or Normal view) is retained in a cookie

The top of the page also contains a button to "Undo" and "Reset Chart". Reset Chart is the same as the
in-options-menu button. The Undo button will undo the latest pan/zoom operation the user has done.

Peak Summary Table in SciChrom

A table summarizing the peak data is shown below the chart

e There are 6 columns: "Peak Name", "Type", "Retention Time (min)", "Start (min)", "End
(min)", "Area (uV*sec)".
e The table has tabs that allow data from each of the active injections to be shown. Clicking
on a tab will fill the table with the data from the corresponding injection.
e Each tab has a border that matches the color of the corresponding injection
e Clicking on a row will highlight the matching peak in the chart. A miniature version of the
summary table will appear in the chart showing the info for the peak. Clicking directly on a
peak in the chart will also highlight the peak and show the mini table.
e The mini table can be moved to another location on the chart by clicking and
dragging it

Example of the main table:

1369-5td 100%| 1366-Sys P
I—

Peak Name Type Retention Time (min) Start (min) End (min) Area (pV*sec)
AMQ BB 1553333282 1.511666656 1.757500052 4384281.611
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Example of the mini table:

7 | @ I P o
Injection Baselines | Main 1369-Std 100% % i
@ 1369-Std 100% LK Peak AMQ
0.004 1366-Sys Prec Check Type BB
RT. 1.55333
Range 1512 - 1.758

Area (uV*sec) | 4384281.611

gGC'CC % a
B

Clicking directly on a peak in the chart will also highlight the peak and show the mini table

Screenshots in SciChrom

Pressing the "Screenshot" button in the options panel opens the screenshot dialog. The viewer fades to
black and the screenshot is presented over it. A message appears reading "Right click on the screenshot
and click copy to put the image in your clipboard or hit the save button to save it to a file."

e There are two buttons in the upper left corner.
e The save button (icon is a floppy disk) saves the screenshot to the user's
computer. A popup will give the user the chance to give it a custom name.
e The exit button (icon is an X) closes the screenshot dialog.

e If using the Edge browser, the save button is not visible and the message does not mention
the save button.

When a screenshot is taken using the screenshot button, a label is added. The label is generated using
the Sequence, Channel, and name of the Main Injection. If custom text is entered in the field in the top

left corner of the webpage before taking the screenshot, it will also be included in the label (see
picture).

Sequence: SciChrom report generated from Empower, sequence SciChrom_BZ_AsyRC FD_Pe_ For_Acet 22Feb
Channel: 2998 Ch1 212nm®@4.8nm

Main Injection: 12297-Diluent 60mcg/mL EDTA wash
custom text

Input custom text here that
will be added to the label

when taking screenshots

L)
0

Injection

Baselines

@®  12297-Diluent 60mcg/mL EDTA wash (2998 Ch1 212nm@4.8nm) @
0.010 |
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The screenshot dialog:

Right click on the screenshot and click copy to put the image in your clipboard, or hit the save button to save it to a file.

Sequence: SciChrom_IP_Expt_3_Anal2_Dy2_Sys2_Col2 | Channel: ACQUITY TUV ChA | Main Injection: 1369-5td 100% | custom text

1369-5td 100%

=

SciChrom Legend

When only one injection is active, the main injection name is shown in the
legend underneath the Injections area. The circle to the left of the name njection Baselines
corresponds to the color of the line in the chart, and the circle on the right, ® 1331 -Expt 3 p4 @
underneath the Baselines section, corresponds to the color of the baselines
(see picture to right).

The legend can be moved around the chart by clicking and dragging it.

If there are one or more secondary injections, an additional column will be added to the legend called
"Main".

e The main injection will have a blue circle in the "Main" column, while the secondary
injections will have a grey X. Clicking one of the grey Xs will make the corresponding
injection the main injection and re-order the chart accordingly.

e Thecircle icon to the left of the name of each secondary injection will be a colored
checkmark. Clicking this icon will turn it into a grey X and hide the corresponding injection
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in the chart. All of the secondary injections can also be hidden/shown at once using the
Hide/Show All button in the options panel.

e Thecircle icon to the right of the name of each secondary injection will be a grey X. Clicking
this icon will turn it into a red checkmark and will display the baselines on the
corresponding injection.

The legend when multiple injections are active:

¥U Select Injections

Remove Empty Injections () i

12297-Diluent 60mcg/mL EDTA wash
12300-Diluent 60mcg/mL EDTA wash
12303-Diluent 60mcg/mL EDTA wash
12306-Diluent 60mcg/mL EDTA wash
12309-Diluent 60mcg/mL EDTA wash
12312-Diluent 60mcg/mL EDTA wash
12315-Diluent 60mcg/mL EDTA wash

s :

Injection Baselines | Main

@® 12297-Diluent 60mcg/mL EDTA wash (2998 Ch1 212nm@4.8nm) @
12300-Diluent 60mcg/mL EDTA wash (2998 Ch1 212nm@4.8nm) &
12303-Diluent 60mcg/mL EDTA wash (2998 Ch1 212nm@4.8nm) €
12312-Diluent 60mcg/mL EDTA wash (2998 Ch1 212nm@4.8nm) o
12315-Diluent 60mcg/mL EDTA wash (2998 Ch1 212nm@4.8nm) &

0000 e

;eooooooﬂ
(C A< 2 <]

N

Printing Injections
Using the option panel's "Print Report" button will re-organize the page into a simpler, print friendly
layout. The chart and table will be centered in the page, with a fixed width meant to prevent it from

overflowing on a printed page.

The header at the top is updated with the following

npower, sequence Injections

12297-Diluent 60mcg/mL EDTA
wash

12300-Diluent 50mcg/mL EDTA

e Sequence: [Injection Sequence]

e Channel: [Injection Channel]

e Main Injection: [Current injection
shown in chart]

e Sample Set: [Name of the sample set]

luent 60mcg/mL EDTA

t 60mcg/mL EDTA

fuent 50meg/mL EDTA

12312-Diluent 60mcg/mL EDTA

e Result Set: [Empower ID for the result i
set, may be "N/A" if not available] i ,
e Date Acquired: [Date the data was oo | ] fou, X pstion o1

initially acquired, if available] -
e Instrument: [Instrument used, if
available]
e Injection #: [Number of the injection 7
currently shown] e
e Run Time: [Time that the injection O T T

spans] e e _—
e Date Printed: [Today] s |

33

X Translation: 3.6
¥ Translation: 0
X Zoom: 1

Y Zoom: 1
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e View Online [Links to the page with the current injection pre-selected]

Whether using a local printout or a saved summary report, the "View online" link in the header should
remain visible. Depending on your browser, this link will either remain clickable in the PDF, or be
converted to a string that can be copied into your browser. The link will return the user to the
ChromView site corresponing to the particular injection, allowing more in-depth review.

The injection table and several buttons are available on the right of the page. These fields are used to
configure what the printout should look like, and will not be present in the final printout.

e Pressing an injection on the injection table will highlight it blue and load it for configuration.

e Once the chart is loaded, the zoom/pan/focus of the chart can be manipulated
like normal. The values associated with this movement are displayed below the
injection table and will be saved to configure the printout.

e Clicking an injection that is already highlighted in blue will re-open the injection
and re-apply its last used zoom/pan/focus values. Clicking the injection again will
deselect it from the table.

e If you select a new injection while the previous injection is still loading, the
selection will be cancelled and a warning will appear.

"Undo" - Reverses previous changes to the zoom/pan on the chart
"Finalize" - Finalize the currently configured injections and attach save the printout in the
original document as a Summary Report pdf document.

e This option is meant for creating a printout that will be saved on SciCord's
servers. The creation of the Summary Report pdf document is an asynchronous
process. When this process finishes, the Summary Report can be retrieved in two
ways:

e from SciCord Portal: from the Document Viewer's Attachments tab, using the
"Download Scichrom Summary" function associated to the related
attachment

e from SciCord Client: from the Document Editor's Attachments tab, using the
"Download Scichrom Summary" function associated to the related
attachment

e When changing active injections, the button will be grayed out and say
"Loading..." to prevent Finalizing before ready.

e "Apply to All" - Apply the current zoom, focus, and X/Y position to all injections

e "Print Selection" - Creates a print view based on your currently configure injections. Use your
browser's print functionality (CTRL-P on Windows, COMMAND-P on Mac) to print. If you want
a PDF printout, select the "Save as PDF" option in the print menu. This printout will not be
saved in the SciCord ELN.

e This option is meant for creating a one off printout that will be avilable
locally

e "Configure Columns" - Hide/Show columns in the peak table and set number of decimals

If the current injection has any warnings, such as invalid peak data, it willl be shown directly below the
chart instead of displayed in an alert so that it will remain visible in the printout.
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SciCord Client

This section has strategically been placed at the end of our User Guide to the SciCord Portal as a
transition to our next User Guide that introduces the functionality of the SciCord Client. Upon
selecting the SciCord Client text the User will be directed to the In-browser Client Log-in screen.

The User Guide to the SciCord Client will pick up from here.

/m SCICORD - 7[>

oK Cancel
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